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Hijacked United Airlines Flight 175 from Boston crashes into the south tower of the World Trade
Center and explodes at 9:03 a.m. on September 11, 2001, in New York City.

Spercer Platt/Getty Images

Chapter1  History and Policy: Defining Homeland Security
Chapter2  Homeland Security and the All-Hazards Umbrella
Chapter3  The Legal Foundations of Homeland Security
Chapter4  Civil Liberties and Securing the Homeland

Copyright ©2024 by Sage Publications, Inc. 1
This work may not be reproduced or distributed in any form or by any means without express written permission of the publisher.



Copyright ©2024 by Sage Publications, Inc.
This work may not be reproduced or distributed in any form or by any means without express written permission of the publisher.



HISTORY AND POLICY

Defining Homeland Security

CHAPTER LEARNING OBJECTIVES

This chapter will enable readers to do the following:

1. Apply a working definition of homeland security

2. Analyze historical perspectives on homeland security in the United States
3. Explain the modern concept of homeland security and its dynamic qualities
4

Analyze policy options and response categories for threats to the homeland

OPENING VIEWPOINT: THE CONCEPT OF
HOMELAND SECURITY

Events on the morning of September 11, 2001, profoundly impacted how the people of the
United States perceived the quality of violence posed by modern terrorism. The United States
had certainly experienced domestic terrorism for much of its history but never on the scale of
the 9/11 attack and never with the underlying understanding that Americans themselves were
primary targets. In previous generations.and recent history, terrorist attacks were primarily
the work of domestic extremists, and cross-border violence was perceived as an exception
that occurred mostly beyond the borders of the American homeland. For this reason, domestic
security initiatives prior to the era of homeland security were conceptually centered on sup-
pressing domestic dissidence rather than responding to threats from abroad.

After the September 11 attack, a profound and fundamental policy shift occurred in the
American approach to domestic security. A new concept, homeland security, was adopted to coor-
dinate preparedness and response initiatives at all levels of society. The new homeland security
enterprise marshaled the resources of federal, state, local, and private institutions. The intention
was to create an ongoing and proactively dynamic nationwide culture of vigilance. This new con-
ceptsupplanted previously reactive and largely decentralized approaches to extremist violence.

In the current domestic security environment, the new homeland security enterprise is
conceptually dynamic in the sense that it evolves and adapts with changing domestic and
international security threats and terrorist environments.

Unlike previous security environments, modern homeland security policies must nec-
essarily be configured to link domestic policies to emerging international events; this is a
dynamic and ongoing policymaking process. Depending on national and political necessities,
its purview has also been expanded to include hazards other than extremist violence. At the
same time, core initiatives and goals drive homeland security so that it has become an inte-
gral component of security preparedness and response efforts at all levels of government
and society. Thus, the post-9/11 era has become a period of history wherein the concept of
homeland security is common to the domestic security culture of the United States.
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Homeland security is a relatively new concept that, however defined, exists to safeguard the domes-
tic security of the United States and broadly promote the stability of society when man-made and
natural disasters occur. Although originally configured to describe national responses to domestic
terrorist incidents in the aftermath of the September 11, 2001, terrorist attack, homeland security
was conceptually expanded after Hurricane Katrina in 2005 to include preparedness and recovery
from natural and hazard-related incidents. Nevertheless, it is the domestic security mission of the
homeland security enterprise that continues to be its fundamental and undetlying tenet in the
modern era. An extraordinarily large number of resources—human and financial—are devoted to
strengthening domestic security and coordinating this effort at all levels of government.

In the modern era, the threat of terrorism and other challenges to domestic security have
significantly affected the missions of government agencies, nationally and locally. Every level
of each domestic security organization, law enforcement agency, and emergency response
institution incorporates homeland security contingency planning and training. Homeland
security has become endemic to the modern domestic security environment and is arguably
the domestic counterpart to international counterterrorist initiatives undertaken by national
security and national defense institutions. However, although the concept of homeland secu-
rity has created a fresh and pervasive domestic security environment in the modern era, simi-
lar security environments have existed periodically in the history of the United States. This
historical perspective is often misunderstood and commonly forgotten in the current security
environment.

This chapter investigates definitional issues in the'study of homeland security. Here the dis-
cussion will probe the historical and cultural nuances of these issues and develop a critical under-
standing of why defense of the homeland became a central policy initiative in the United States.
Historically, perceived threats to domestic security have resulted in the designation of sometimes
controversial security environments. For'example, periodic anticommunist Red Scares occurred
during the twentieth century in whichauthoritarian procedures were adopted to preempt perceived
threats of sedition. (Full consideration of the Red Scares is provided in Chapter 4.) Within this con-
text, it must be remembered that the development of modern homeland security theory evolved
within a practical and real-life framework—in other words, a nontheoretical reality in which actual
and verifiable threats to domestic security do exist. Such threats emanate from both foreign and
domestic sources. General categories of policy options in response to domestic threats are presented
in this chapter to facilitate an understanding of definitional perspectives. These policy options rep-
resent examples of the domestic application of homeland security intervention.

The discussion in this chapter will review the following topics:

o The past as prologue: The historical context of homeland security
e Defining an era: What is homeland security?

e Domestic security and threats to the homeland: Policy options

THE PAST AS PROLOGUE: THE HISTORICAL
CONTEXT OF HOMELAND SECURITY

In the aftermath of the September 11, 2001, terrorist attack on the United States, the federal
government exercised swift leadership in significantly altering the domestic security culture.
It did chis by aligning national response mechanisms with the newly emergent threat environ-

ment. The post—9/11 threat environment proved to be dynamic in the sense that it posed new
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Chapter 1 ® History and Policy: Defining Homeland Security

challenges for the homeland security enterprise over time—for example, the unanticipated
emergent prominence of the Islamic State of Iraq and the Levant, also known as Islamic State
of Iraq and al-Sham (ISIS), in 2014. For this reason, national response mechanisms were like-
wise required to be nimble in designing responsive policies.

It is important to understand that this modern alignment was not the first time the United
States adapted its domestic security culture to perceived or actual threat environments. There are
many historical examples that predate the post—9/11 era, and these examples provide historical
context to the study of the modern concept of homeland security.

The modern homeland security environment grew from the need to design a systematic
approach toward responding to threats to domestic security. Several historical periods predated the
modern environment. Table 1.1 summarizes these historical periods, plausible threats, and defin-
ing events.

From its inception, the United States responded to foreign and domestic crises-and threats
during periods when the concept of homeland security did not exist in its modern context.
Responses to emergencies and threats differed markedly depending on the security environment
characterizing each period. Nevertheless, the perceived threats were deemed, at the time, to be

significant enough to warrant intensive policy intervention.

External Threats to the Early Republic

During the colonial and early republic periods, most security threats emanated from frontier con-
flicts with Native Americans resulting from expansionist policies favoring settlers, and the burden
of responding to such emergencies initially fell to local and state militias. Border security became

TABLE1.1 M The Past as Prologue: The Historical Context of Homeland Security

_ Activity Profile

Historical Period Plausible Threats Defining Events

Early republic Vrontier conticts Expansion into Native American territories
(external threats)

War of 1812; Mexican Expedition of 1916
Ror Jer security

Early republic Early disturbances Shays’ Rebellion; Whiskey Rebellion

(domestic hre.‘s} . )
CivilWar and Reconstruction

Regional conflict . . .
Haymarket Riot; Homestead Strike; anarchist

Labor and ideological conflict terrorism
Ku Klux Klan terrorism
Racial terrorism

Modern era Cold War Civil defense

(post-World War Il]
Domestic discord Civil rights movement; other rights

movements; domestic violent extremism

Mass-casualty attacks
International religious
terrorism
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paramount in the aftermath of British incursions during the War of 1812, resulting in federal coor-
dination of the construction and garrisoning of forts and coastal defenses. Border defense, frontier
expansion, and occasional military campaigns (such as the Mexican Expedition of 1916) were typi-
cal security priorities. Nevertheless, until the Second World War, the national budget for central-
ized security spending in the United States traditionally remained low, except in times of war.

Domestic Threats to the Early Republic

Aside from early post-independence disturbances, such as the anti—farm debt Shays’
Rebellion in Massachusetts (1786-1787) and the anti-tax Whiskey Rebellion in western
Pennsylvania (1791-1794), security threats originating from domestic disputes were rare
and short-lived. The Civil War and postwar Reconstruction in the American South were, of
course, exceptions to this pattern. Federal policies during the Civil Warand Reconstruction
included what would be labeled civil liberties abrogations in the. modern era as well as the
use of national institutions (such as the army and federal marshals) to maintain order in the
occupied South. As we will discuss in Chapter 4, restrictions on liberty have historically
been enacted to address what were, at the time, deemed serious threats to the national secu-
rity of the United States.

It was not until the end of the nineteenth century that labor-related and ideological
discord garnered national attention. American workers began to organize labor unions dur-
ing the Civil War era, and thousands of workers were union members by the 1880s. In
May 1886, large demonstrations inspired by a strike against the McCormick Harvesting
Machine Company occurred in Chicago. On May 1, 1886, a large May Day parade was
held at the McCormick plant, and two days later a worker was killed during a demonstra-
tion at the plant. On May 4, a large rally at Haymarket Square in Chicago precipitated
the Haymarket Riot of 1886, when an anarchist threw a dynamite bomb at police offi-
cers who were attempting to disperse the crowd. The police then opened fire on protesters.
Seven police officers and three civilians were killed, and scores were wounded. During the
Homestead Steel Strike of 1892 on the Monongahela River near Pittsburgh, a strike by
steelworkers resulted in a pitched gun battle between striking workers and hundreds of
Pinkerton agents (in which the strikers prevailed). The strike was eventually suppressed fol-
lowing intervention by the Pennsylvania state militia. Both incidents are examples of serious
labor-related discontent. In addition, ideological extremists, such as violent anarchists and
communists, were responsible for events such as the 1901 assassination of President William
McKinley (by an anarchist), the Wall Street bombing of 1920 (which killed and wounded
more than 170 people and was never solved), and numerous other bombings and attempted
assassinations. Federal soldiers and state militias were deployed on hundreds of occasions
during this period. Racial terrorism, often committed by the Ku Klux Klan, also contrib-
uted to the perceived need for nationwide responses to extremist violence. In this environ-
ment, laws were passed to suppress activism and extremism. These included the Espionage
Act of 1917, the Immigration Act of 1918, and the Sedition Act of 1918. During this period,
known as the first Red Scare, federal and state government agents were deployed to disrupt

perceived subversive groups and detain suspected extremists.
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The Haymarket bombing and riot on May 4, 1886. Chicago police fired into the crowd after an anarchist threw a dyna-
mite bomb which killed several officers.

Modern Precursors to Homeland Security

After the Second World War, the international community entered a prolonged period of
competition and conflict between the United States and the Soviet Union and their allies.
Known as the Cold War, the period from the late 1940s to the late 1980s was a time of threat-
ened nuclear warfare, actual and extensive warfare in the developing world, and domestic
security tension in the United States. The threat of nuclear war spawned an extensive net-
work of civil defense programs in the United States, extending from the national level to the
local level. Virtually every community engaged in civil defense drills and contingency plan-
ning. Federal civil defense initiatives were subsumed under and coordinated by a succession
of agencies. These included the Federal Civil Defense Administration, the Office of Defense
Mobilization, the Office of Civil and Defense Mobilization, and the Office of Civil Defense.
In 1979, the Federal Emergency Management Agency (FEMA) was established for the overall
coordination of disaster relief.

During the Cold War, domestic disturbances in the United States led to the initiation of federal,
state, and local efforts to monitor activist activity and quell disorder. These disturbances included
civil rights marches in the American South, urban riots during the 1960s, student activism on college
campuses, rioting at the 1968 Democratic National Convention, and terrorist attacks by ideological
and nationalist extremists. Disorders gradually receded with the passage of civil rights laws, the end of
the Vietnam War, and the end of the Cold War, brought about by the dissolution of the Soviet Union.

Following the Cold War, significant new threats to domestic security arose from extremists
who had no compunction against launching mass-casualty attacks against civilian “soft targets.”
The 1993 World Trade Center and 1995 Oklahoma City bombings were deliberate attempts to

Copyright ©2024 by Sage Publications, Inc.

This work may not be reproduced or distributed in any form or by any means without express written permission of the publisher.

7



DEA/A.DAGLI ORTI/De Agostini/Getty Images

8 Part| ® Foundations of Homeland Security

§ Dono agli Abbonati del * Gorniete della Sera, | " TiiEave - |7 maximize civilian casualties and damage
5 ¥ 15 Settembre 1901 2 © . ‘Qentesimi 10 il Numero.

to the intended targets. The September
11, 2001, attack on the World Trade
Center and the Pentagon was the final
incident prior to the modern era of home-

land security.

DEFINING AN ERA: WHAT
IS HOMELAND SECURITY?

The catastrophic terrorist attack on
September 11, 2001, was a. defining
moment for the United States. With'nearly
3,000 fatalities, the nation found itself at
war against an enemy who was clearly
adept at converting modern technology
into weapons of mass destruction. Thus,
the dawn of the twenty-first century wit-
nessed the birth of the modern era of
homeland security.

In the era prior to the September 11
attack, law enforcement agencies and other
sectors of the criminal justice system were

generally tasked with providing services

U.S. President William McKinley is shot on September 6, 1901 by aﬁarchist Leon such as Judlclal due process, order main-

Czolgosz, who hid his gun in a handkerchief and fired as the President approached tenance, and safety enforcement. These
to shake his hand. McKinley died eight days later. missions were arguably the exclusive roles
demanded of the criminal justice system.
In the post—September 11 ‘era, the components of the system are also tasked with serving as cen-
tral partners in the homeland security enterprise. This enhanced role is understandable, as pervasive
domestic security systems became a new norm for the United States and, internationally, the nation
embarked on itslongest war. Significantly, law enforcement and other partners in the homeland secu-
rity enterprise continue to serve as essential institutions for maintaining vigilance against terrorist
threats, as evidenced by emergency response and domestic security procedures following the April
2013 Boston Marathon bombing. Thus, these disciplines—homeland security and criminal jus-
tice—are interrelated and completely compatible when discussing the homeland security enterprise.
Ironically, the death of al-Qaeda leader Osama bin Laden in May 2011 occurred on the eve of
the tenth commemoration of the September 11 attack on the U.S. homeland. Chapter Perspective

1.1 discusses the successful hunt for Osama bin Laden and events leading to his death.

CHAPTER PERSPECTIVE 1.1
THE DEATH OF OSAMA BIN LADEN

Al-Qaeda founder Osama bin Laden was killed during a raid by U.S. naval special forces on
May 2, 2011, in Abbottabad, Pakistan. Classified as Operation Neptune Spear, the successful
attack by a unit popularly known as SEAL Team Six ended an intensive manhunt for the most
wanted terrorist leader in the world.
Copyright ©2024 by Sage Publications, Inc.
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Chapter 1 ® History and Policy: Defining Homeland Security 9

The successful hunt for Osama bin Laden originated from fragments of information
gleaned during interrogations of prisoners over several years, beginning in 2002. Believing
that bin Laden retained couriers to communicate with other operatives, interrogators
focused their attention on questioning high-value targets about the existence and identi-
ties of these couriers. This focus was adopted with an assumption that bin Laden and other
al-Qaeda leaders would rarely communicate using cell phone technology as a precaution
against being intercepted by Western intelligence agencies.

Early interrogations produced reports that a personal courier did indeed exist, a man
whose given code name was Abu Ahmed al-Kuwaiti. In about 2007, intelligence officers
learned al-Kuwaiti’s real name, located him, and eventually followed him to a recently built
compound in Abbottabad. U.S. intelligence operatives observed the compound locally from a
safe house and concluded that it concealed an important individual. Based on other surveil-
lance and circumstantial intelligence information, officials surmised that Osama bin Laden
resided at the compound with his couriers and their families.

Options for assaulting the compound included a surgical strike by special forces,
deploying strategic bombers to obliterate the compound, or a joint operation with Pakistani
security forces. The latter two options were rejected because of the possibility of killing
innocent civilians and distrust of Pakistani security agencies. Approximately two dozen
SEAL commandos practiced intensely for the assault, and were temporarily detailed to
the Central Intelligence Agency for the mission. A nighttime helicopter-born attack was
commenced on May 2, 2011. The courier al-Kuwaiti and several others were killed during
the assault, and women and children found in the compound were bound and escorted into
the open to be found later by Pakistani security forces. Osama bin Laden was located on an
upper floor of the main building and shot dead by SEALs. Four others were killed in addi-
tion to bin Laden, whose body was taken away by the-assault team. He was subsequently
buried at sea.

Al-Qaeda threatened retribution for the attack and named Ayman al-Zawahiri as bin
Laden’s successorin June 2011. Al-Zawahiri was killed by an American drone strike in Kabul,
Afghanistan, on July 31, 2022.

Subsequent to bin Laden’s death, al-Qaeda’s leadership brand faced competition from a
new Islamist movement calling itself'the Islamic State of Iraq and al-Sham (ISIS). The appeal
of ISIS serves as an instructive case illustrating the ongoing dynamic and adaptive attributes
of the Islamist movement.

Discussion Questions

1. What effect did the successful hunt for Osama bin Laden have on domestic homeland security?

2. Which options are most desirable when conducting global manhunts for terrorist
suspects?

3. Howcan homeland security agencies and assets best be coordinated internationally?

The term homeland security was, at first, considered to be a rather vague and imprecise
descriptor. It nevertheless became a conceptually integral element in designing policies to protect
the United States from violent extremists. This section will discuss this concept by exploring
homeland security within the following contexts:

e 'The modern era of homeland security

e Conceptual foundation: Central attributes of homeland security

e 'The homeland security environment: A dynamic construct

o A new focus: The Quadrennial Homeland Security Review Report
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10 Part| ® Foundations of Homeland Security

The Modern Era of Homeland Security

The modern era of homeland security began with
the rapid implementation of a series of policy initia-
tives in the immediate aftermath of the September
11, 2001, terrorist attack. These initiatives heralded
the establishment of a new security culture in the
United States, one that significantly affected the
work of government and the everyday lives of resi-
dents. The new homeland security environment

unfolded very quickly in the following sequence:

e  On September 20, 2001, President George
W. Bush announced that a new Office of
Homeland Security would be created as a
unit in the White House.

e  On September 24, 2001, President Bush
stated that he would propose the passage

of new homeland security legislation titled
the “Uniting and Strengthening America

Official seal of the U.S. Department of Homeland Security. .1 . .
Department of Homeland Se(Pur\'ty. Publishers thank the Depar¥ment of Homeland Security bY Pro"ldmgAPPfoprlate TOOlS Requlred

forits cooperation and assistance. The Department of Homeland Security’s cooperation and to Intercept and Obstruct Terrorism Act,”

assistance does not reflect an endorsement of the contents of the textbook. P i
popularly known as the USAPATRIOT
Act of 2001. The USA PATRIOT Act s
discussed further in Chapter 3.

e On October 8, 2001, President Bush issued Executive Order 13228. This executive
order was titled “Establishing the Office of Homeland Security and the Homeland
Security Council” and stated that “the functions of the Office [of Homeland Security]
shall be to coordinate the executive branch’s efforts to detect, prepare for, prevent,
protect against, respond to, and recover from terrorist attacks within the United
States.” This statement of purpose by the United States was the first to result from
the September 11 crisis and continues to guide the implementation of the concept of
homeland security in relation to counterterrorist policies.

e Also on October 8, 2001, Executive Order 13228 established a Homeland Security
Council, charging it “to develop and coordinate the implementation of a comprehensive
national strategy to secure the United States from terrorist threats or attacks.”

e  On October 26, 2001, the USAPATRIOT Act 0f 2001 was signed into law. Its stated purpose
was, in part, to “deter and punish terrorist acts in the United States and around the world” by
expanding the investigative and surveillance authority of law enforcement agencies.

e On October 29, 2001, the first Homeland Security Presidential Directive (HSPD)
was issued by President Bush. Chapter Perspective 1.2 summarizes the first reported
compilation of HSPDs as released by the Committee on Homeland Security of the U.S.

House of Representatives.
e  On November 25, 2002, the cabinet-level Department of Homeland Security was

established when President Bush signed the Homeland Security Act of 2002 into law.
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Chapter 1 ® History and Policy: Defining Homeland Security

CHAPTER PERSPECTIVE 1.2
HOMELAND SECURITY PRESIDENTIAL DIRECTIVES

In the aftermath of the September 11, 2001, terrorist attack, President George W. Bush
issued a series of Homeland Security Presidential Directives (HSPDs). The House of
Representatives’ Homeland Security Committee published the first compilation of HSPDs in
January 2008." The following list summarizes the committee’s first compilation. Classified
HSPDs are included as they occurred in the initial compilation, but they have since been
declassified as indicated.

HSPD-1. Organization and Operation of the Homeland Security Council
HSPD-2. Combating Terrorism Through Immigration Policies

HSPD-3. Homeland Security Advisory System

HSPD-4. National Strategy to Combat Weapons of Mass Destruction
HSPD-5. Management of Domestic Incidents

HSPD-6. Integration and Use of Screening Information to Protect Against Terrorism
HSPD-7. Critical Infrastructure Identification, Prioritization, and Protection
HSPD-8. National Preparedness

HSPD-9. Defense of United States Agriculture and Food

HSPD-10. Biodefense for the 21st Century

HSPD-11. Comprehensive Terrorist-Related Screening Procedures

HSPD-12. Policy for a Common Identification Standard for Federal Employees and
Contractors

HSPD-13. Maritime Security Policy

HSPD-14. Domestic Nuclear Detection

HSPD-15. Classified—Not Available (U.S. Strategy and Policy in the War on Terror)
HSPD-16. National Strategy for Aviation Security

HSPD-17. Classified—Not Available (Nuclear Materials Information Program)
HSPD-18. Medical Countermeasures Against Weapons of Mass Destruction
HSPD-19. Combating Terrorism Use of Explosives in the United States

HSPD-20. National Continuity Policy

HSPD-21. Public Health and Medical Preparedness

Discussion Questions

1. Are HSPDs a valuable tool in framing homeland security policy?

2. How practical are HSPDs for implementing specific strategies?

3. Are alternative sources of leadership, other than the executive branch, viable centers for
framing homeland security policy?

Note

i Committee on Homeland Security of the House of Representatives, Compilation of Homeland Security
Presidential Directives (Updated Through December 31, 2007) (Washington, DC: U.S. Government Printing
Office, 2008).
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An interesting international corollary is that, in the post=9/11 era, homeland security
has been adapted conceptually to the unique domestic environments of a number of Western
democracies. In the European context, what is now considered homeland security was histori-
cally framed under the concept of security and (recently) interoperability among partners in the
European Union. This approach reflected Europe’s long experience with combating domes-
tic terrorism conducted by ideological and nationalist extremists. Regardless of the preferred
phraseology among Western nations, the homeland security concept expanded considerably
during the post—9/11 era.

Conceptual Foundation: Central Attributes of Homeland Security

Because homeland security is a dynamic and evolving concept, it is instructive to identify its
central attributes—that is, key features that influence modern approaches to applying homeland
security initiatives to domestic threats. These central attributes are distinguishing features and

concepts that define the current homeland security environment, and they include the following:

o 'The terrorist threat
o 'The federal bureaucracy
e State and local agencies

e Collaboration on conceptual foundations for comprehensive homeland security

The Terrorist Threat

The modern homeland security environment was created as a
direct result of the terrorist attack on the American homeland
on September 11, 2001. Plausible threat scenarios include strikes
by international terrorists, such as Islamists influenced by the al-
Qaeda network and ISIS. Possible scenarios also include attacks
by domestic violent extremists such as homegrown ideological
extremists as well as domestic proponents of religious extremism.
Subsequent attempts by violent extremists to launch domestic
strikes have necessitated an unending effort to design and apply inno-
vative domestic security policies and initiatives. As a result, verified
conspiracies from international and domestic extremists have been
detected and thwarted by law enforcement and intelligence agencies. A
considerable number of domestic terrorist plots have been neutralized,
and successful prosecutions of suspects have resulted in guilty verdicts

and incarceration of conspirators.

The Federal Bureaucracy

The cabinet-level Department of Homeland Security (DHS)
encompasses a large number of formerly independent agencies

and casts an exceptionally wide, mission-focused net. Many DHS

DHS are also tasked with engaging in domestic security missions.
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Some agency roles overlap and are not clearly defined, but the federal bureaucracy is
nevertheless responsible for framing general and specific homeland security policies as well
as national responses. In effect, the federal bureaucracy provides overall leadership for the
nation’s homeland security enterprise and disburses resources and assistance to guide state and
local authorities.

State and Local Agencies

Similar to the federal bureaucracy, states have created homeland security bureaus and agen-
cies as a matter of necessity. Many state and local initiatives are undertaken using federal
financial resources, which were widely disbursed following the September 11 attack. The
result has been the permeation of homeland security offices and initiatives at all levels of
government.

Homeland security training is a critical necessity, and a significant number of local law
enforcement agencies regularly train personnel on how to respond to domestic security events.
Non-law enforcement agencies, such as fire departments and emergency medical response agen-

cies, similatly engage in homeland security training.

Collaboration on Conceptual Foundations for Comprehensive
Homeland Security

Although achieving agreement on the conceptual foundations of homeland security appears to
be a fruitless endeavor, one conceptualization is embodied in The 2014 Quadrennial Homeland
Security Review (QHSR), discussed further in this chapter. The 2014 QHSR identifies “five
basic homeland security missions . . .: Prevent Tetrorism and Enhance Security . . . Secure and
Manage Our Borders . . . Enforce and Administer Our Immigration Laws . . . Safeguard and
Secure Cyberspace . . . Strengthen National Preparedness and Resilience.”

These missions are the conceptual foundation for a comprehensive approach to homeland security
that includes effective integration of all homeland security operations. Operational integration ideally
includes emergency preparedness, managing incident responses, and recovery efforts. However, as
a practical matter, it is often difficult to seamlessly integrate these components. This is because the
selection and implementation of preferred homeland security operations is part of an evolving and
sometimes vigorous policy debate. Nevertheless, planning and responding agencies generally attempt
to collaborate on designing response options. There is general consensus that several fundamental
response components are necessary and that these essential response operations require administra-
tive integration at all levels of government. Thus, collaboration on the comprehensive conceptual

framework presented in the QHSR is a desired goal in theory, if not always in fact.

The Homeland Security Environment: A Dynamic Construct

An important step with respect to defining homeland security is the need to develop an under-
standing of its relevance to the synonymic concept of domestic security. Both embody response
options to threat environments existing within the borders of the United States. Within this con-
text, although homeland security can certainly be significantly affected by threats originating
from international sources (such as al-Qaeda and ISIS), the concept of defending the homeland
inside its borders is at the heart of homeland security because of plausible threats emanating
from domestic violent extremists. In comparison, the international dimension of waging the war

on terrorism extends outside the borders of the United States and resides under the authority of
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diplomatic missions, intelligence agencies, and the defense establishment. Defining homeland
security is largely an exercise in addressing the question of how to protect the nation within its
borders from threats domestic and foreign.

In the modern era, homeland security is a dynamic concept that constantly evolves with
the emergence of new terrorist threats and political considerations. This evolution is necessary
because domestic counterterrorist policies and priorities must adapt to ever-changing political
environments and emergent threat scenarios. Factors that influence the conceptualization and
implementation of homeland security include changes in political leadership, demands from the
public, and the discovery of serious terrorist plots (both successful and thwarted). Keeping this
in mind, the following statement by the U.S. Department of Homeland Security exemplifies the
conceptual framework for homeland security in the United States (with emphasis added):

Protecting the American people from terrovist threats is the reason. the Department of
Homeland Security was created, and remains our highest priority. Our vision is a secure
and resilient nation that effectively prevents terrorism in ways that preserve our freedom
and prosperity. . . . Terrorist tactics continue to evolve, and we must keep pace. Terrorists
seek sophisticated means of attack, including chemical; biological, radiological, nuclear
and explosive weapons, and cyber attacks. Threats may come from abroad or be home-
grown. We must be vigilant against new types of terrorist recruitment as well, by engag-
ing communities at risk [of] being targeted by terrorist recruiters. . . . The Department’s
efforts to prevent terrorism are centered on a risk-based, layered approach to security in
our passenger and cargo transportation systems and at our borders and ports of entry. It

includes new technologies to:

o Detect explosives and other weapons
e Help [protect] critical infrastructure and cyber networks from attack

e Build information-sharing partnerships

We do this work cooperatively with other federal, state, local, tribal and territorial law

enforcement aswell as international partners.?

Thus, domestic security and protecting the homeland from terrorist threats must be con-
sidered core concepts when defining homeland security. These core definitional concepts
embody the central mission of the homeland security community at all levels of government.
Although the evolution and expansion of the homeland security umbrella will, from time
to time, incorporate additional missions (depending on contemporary political demands),
the central focus on protection from violent extremism is an enduring and basic definitional

component.

A New Focus: The Quadrennial Homeland Security Review Report

In February 2010, the U.S. Department of Homeland Security published a document intend-
ing to consolidate the definition of homeland security by presenting the concept as encompass-
ing a broader and more comprehensive mission than previously envisioned. The document was
titled Quadrennial Homeland Security Review Report: A Strategic Framework for a Secure
Homeland (QHSR), and it was the first of what were projected to be regular quadrennial assess-

ments of homeland security.
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The intended purpose of the 2010 QHSR was to “outline the strategic framework to guide
the activities of participants in homeland security toward a common end.” In this report,
Homeland Security secretary Janet Napolitano explained that the core concept for this strategic
framework is a new policy-related comprehensiveness, which she termed the homeland security
enterprise. Napolitano stated,

The QHSR identifies the importance of what we refer to as the homeland security enter-
prise—that is, the Federal, State, local, tribal, territorial, nongovernmental, and private-
sector entities, as well as individuals, families, and communities who share a common
national interest in the safety and security of America and the American population.
The Department of Homeland Security (DHS) is one among many components of this
national enterprise. In some areas, like securing our borders or managing our immigra-
tion system, the Department possesses unique capabilities and, hence, responsibilities.
In other areas, such as critical infrastructure protection or emergency management, the
Department’s role is largely one of leadership and stewardship on behalf of those who
have the capabilities to get the job done. In still other areas, such as counterterrorism,
defense, and diplomacy, other Federal departments and agencies have critical roles and
responsibilities, including the Departments of Justice, Defense, and State, the Federal
Bureau of Investigation, and the National Counterterrorism Center. Homeland security
will only be optimized when we fully leverage the distributed and decentralized nature

of the entire enterprise in the pursuit of our common goals.’

The second QHSR assessment, titled 7he 2014 Quadrennial Homeland Security Review, was
published in June 2014. The purpose of the 2014 QHSR was summarized as follows:

More than 12 years after the attacks of September 11, 2001, the United States is poised
to begin a new era in homeland security. Long-term changes in the security environ-
ment and critical advances in homeland security capabilities require us to rethink the
work DHS does with our partners—the work of building a safe, secure, and resilient

Nation.®

QHSR assessments are deemed necessary because homeland security is an evolutionary con-
cept, and documentary reports such as the QHSR acknowledge the critical need to formally
review and assess the homeland security mission.

The foregoing approach broadens the definition of homeland security and clearly reflects
the dynamic evolution of the concept in the modern era. As noted previously, the 2014 QHSR
identifies five homeland security missions, each comprising two or more goals. These missions
and goals are summarized as follows:

Mission 1: Prevent Terrorism and Enhance Security

e Goal 1.1: Prevent Terrorist Attacks

e Goal 1.2: Prevent and Protect Against the Unauthorized Acquisition or Use of
Chemical, Biological, Radiological, and Nuclear Materials and Capabilities

e Goal 1.3: Reduce Risk to the Nation’s Critical Infrastructure, Key Leadership, and
Events

Mission 2: Securing and Managing Our Borders

e Goal 2.1: Secure U.S. Air, Land, and Sea Borders and Approaches
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Goal 2.2: Safeguard and Expedite Lawful Trade and Travel

Goal 2.3: Disrupt and Dismantle Transnational Criminal Organizations and Other
Hlicit Actors

Mission 3: Enforce and Administer Our Immigration Laws

Goal 3.1: Strengthen and Effectively Administer the Immigration System

Goal 3.2: Prevent Unlawful Immigration

Mission 4: Safeguard and Secure Cyberspace

Goal 4.1: Strengthen the Security and Resilience of Critical Infrastructure
Goal 4.2: Secure the Federal Civilian Government Information Technology Enterprise
Goal 4.3: Advance Law Enforcement, Incident Response;and Reporting Capabilities

Goal 4.4: Strengthen the Ecosystem

Mission 5: Strengthen National Preparedness and Resilience

Goal 5.1: Enhance National Preparedness

Goal 5.2: Mitigate Hazards and Vulnerabilities
Goal 5.3: Ensure Effective Emergency Response
Goal 5.4: Enable Rapid Recovery’

The foregoing missions and goals represent an all-hazards approach to the homeland

security enterprise; full discussion of the all-hazards umbrella is provided in Chapter 2.

Figure 1.1 summarizes the QHSR’s representation of the homeland security enterprise.

At the same time, the QHSR reiterates the centrality of domestic security and protect-

ing the homeland against violent extremists. As explained in the 2014 QHSR, there are six

“prevailing challenges that pose the most strategically significant risk” to the security of the
United States®:

The threats, hazards, trends, and other dynamics reflected in the drivers of change suggest

several prevailing strategic challenges that will drive risk over the next five years:

The terrorist threat is evolving and, while changing in shape, remains significant as
attack planning and operations become more decentralized. The United States and its

interests, particularly in the transportation sector, remain persistent targets.

Growing cyber threats are significantly increasing risk to critical infrastructure and to

the greater U.S. economy.

Biological concerns as a whole, including bioterrorism, pandemics, foreign animal
diseases, and other agricultural concerns, endure as a top homeland security risk
because of both potential likelihood and impacts.

Nuclear terrorism through the introduction and use of an improvised nuclear device,

while unlikely, remains an enduring risk because of its potential consequences.
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FIGURE 1.1 M The 2014 Quadrennial Homeland Security Review: Homeland Security

Enterprise Mission

e Goal 1.1: Prevent Terrorist Attacks

Mission 1: e Goal 1.2: Prevent and Protect Against the
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Terrorism and of CBRN Materials and Capabilities
Enhance » Goal 1.3: Reduce Risks to the Nation’s
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Sea Borders and Approaches
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¢ Goal 5.1: Enhance National Preparedness

» Goal 5.2: Mitigate Hazards and Vulnerabilities

» Goal 5.3: Ensure Effective Emergency Response
» Goal 5.4: Enable Rapid Recovery

Source: Quadrennial Homeland Security Review Report. U.S. Department of Homeland Security.

e Transnational criminal organizations are increasing in strength and capability, driving
risk in counterfeit goods, human trafficking, illicit drugs, and other illegal flows of

people and goods.

o Natural hazards are becoming more costly to address, with increasingly variable

consequences due in part to drivers such as climate change and interdependent and
aging infrastructure.’

In essence, then, the dynamic nature of homeland security in the post=9/11 era has
trended toward comprehensive integration at all levels of government and society in order to
strengthen domestic security. The primary focus of modern homeland security originated
in response to terrorist threats against the homeland, which continue to provide its central
mission, but the newly articulated homeland security enterprise embodies the trend toward
encompassing other domestic emergencies. The QHSR represents a systematic review of the
homeland security enterprise.
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DOMESTIC SECURITY AND THREATS TO THE
HOMELAND: POLICY OPTIONS

A necessary element for framing a definition of homeland security is to acquire a general
understanding of available policy options that promote domestic security. When challenged
by genuine threats of violence from extremists, the United States may select responsive courses
of action from a range of policy initiatives. Domestically, constitutional and legal consider-
ations constrain homeland security policy options. Internationally, counterterrorist options
permit aggressive and often extreme measures to be employed. Regardless of whether domestic
or international considerations predominate in the selection of response options, the-underly-
ing consideration is that targets are selected by terrorists because of their meaningful symbolic
value. This is factored into the homeland security calculation when alternative options are
selected to protect the homeland. Chapter Perspective 1.3 discusses the symbolism of attacks

directed against American interests.

CHAPTER PERSPECTIVE 1.3
THE SYMBOLISM OF TARGETS

Terrorist Attacks Against the United States

Many targets are selected because they symbolize the interests of a perceived enemy. This
selection process requires that these interests be redefined by extremists as representa-
tions of the forces against whom they are waging war. This redefinition process, if properly
communicated to the terrorists’ target audience and constituency, can be used effectively as
propaganda on behalf of the cause.

The following attacks were launched against American interests and symbols.

Embassies and Diplomatic Missions

® June 1987: Acar bombing and mortar attack were launched against the U.S. embassy in
Rome, most likely by the Japanese Red Army.

® February 1996: A rocket attack was launched on the American embassy compound in
Greece.

® August 1998: The U.S. embassies were bombed in Dar es Salaam, Tanzania, and Nairobi,
Kenya. More than 200 people were killed.

® September 2012: Islamist insurgents attacked a U.S. diplomatic compound and an annex
in Benghazi, Libya. The U.S. ambassador and a foreign service officer were killed at the
compound. Two Central Intelligence Agency contractors were killed at the annex.

® December 2019: A mob attacked the U.S. embassy in Baghdad, Iraq.

International Symbols

® April 1988: A United Service Organizations club in Naples, Italy, was bombed, most likely
by the Japanese Red Army. Five people were killed.

® November 1995: Seven people were killed when anti-Saudi dissidents bombed an
American military training facility in Riyadh, Saudi Arabia.

® November 2015: Four people, including two American trainers, were shot and killed by a
Jordanian police captain at a police training facility near Amman, Jordan.
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Symbolic Buildings and Events

® January 1993: Two were killed and three injured when a Pakistani terrorist fired at
employees outside the Central Intelligence Agency headquarters in Langley, Virginia.

® February 1993: The World Trade Center in New York City was bombed, killing six and
injuring more than 1,000.

® September 2001: Attacks in the United States against the World Trade Center and the
Pentagon killed approximately 3,000 people.

® January 2011: Aviable antipersonnel pipe bomb was found in Spokane, Washington,
along the planned route of a memorial march commemorating the Reverend Dr. Martin
Luther King Jr.

® January 2021: Two viable pipe bombs were placed near the Democratic and Republican
Parties’ headquarters in Washington, D.C., the day prior to the January 6 riot at the U.S.
Capitol.

Symbolic People

® May 2001: The Filipino Islamic revolutionary movement Abu Sayyaf took three American
citizens hostage. One of them was beheaded by members of the group in June 2001.

® January 2002: An American journalist working for the Wall Street Journal was kidnapped
in Pakistan by Islamic extremists. His murder was later videotaped by the group.

® August and September 2014: ISIS broadcast the beheadings of two captive American
journalists.

® October 2020: The Federal Bureau of Investigationarrested thirteen men suspected
of conspiring to kidnap Michigan governor Gretchen'Whitmer and overthrow the state
government.

® October 2022: A politically motivated intruder entered U.S. House of Representatives
Speaker Nancy Pelosi’s home with hammers, zip ties, and gloves. He had planned to
kidnap Pelosi, but because she was not present, he instead battered her husband.

Passenger Carrier Attacks

® August 1982: A bomb explodedaboard Pan Am Flight 830 over Hawaii. The Palestinian
group 15 May committed the attack. The plane was able to land.

® April 1986: Abomb exploded aboard TWA Flight 840. Four were killed and nine injured,
including a mother and her infant daughter, who fell to their deaths when they were
sucked out of the-plane. Flight 840 landed safely.

® December 2001: An explosive device malfunctioned aboard American Airlines Flight
63 as it flew from Paris to Miami. Plastic explosives had been embedded in the shoe of
passenger Richard C. Reid.

® December 2009: An explosive device malfunctioned aboard Northwest Airlines Flight
253 as it approached Detroit, Michigan. Plastic explosives had been embedded in the
underwear of passenger Umar Farouk Abdulmutallab.

Discussion Questions

1. If you were a strategist for an extremist organization, which symbolic targets would you
prioritize?

2. Compare and contrast considerations that would make targets high value versus low
value in terms of their symbolism.

3. What kind of target would be mistaken to attack?
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Cpl. Jason Ingersoll, USMC/U.S. Department of Defense

U.S. Department of Defense

The Pentagon on the morning of September 11, 2001.

The following discussion outlines available options to counter threats of extremist vio-
lence. Detailed discussion of these and other domestic policy options will be presented in later
chapters.

Domestic Policy Options

Policy options for domestic security may be classified within several broad categories. These

include intelligence, enhanced security, legal options, and conciliatory options.

Intelligence

Intelligence refers to the collection of data. Its purpose is to create an informational database
about extremist movements and to predict their behavior. As applied to homeland security
threats, this process is not unlike that of criminal justice investigators who work to resolve crimi-
nal cases. In-depth discussion on the role of intelligence and the configuration of the intelligence
community is provided in Chapter 6.

Enhanced Security

Target hardening enhances security for buildings, sensitive installations, transportation nodes, and other
infrastructure that are potential targets. The purpose of such enhanced security is to deter or prevent tet-
rorist attacks. Typical enhanced security measures include observable security barriers and checkpoints
as well as discreet surveillance technologies. Target hardening also involves enhanced technological
secutity, such as innovative computer firewalls designed to thwart sophisticated cyberattacks.

Enhanced security measures are critical components of homeland security planning and
preparation and can be applied to critical infrastructure, border security, port security, aviation
security, and information nodes. Further discussion of target hardening is provided in greater
detail in Chapter 11.

Table 1.2 summarizes the rationale for, practical objectives of, and typical resources used to

implement intelligence and enhanced security policy options.
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TABLE1.2 H mestic Policy Options: Intelligence and Enhanced Security

Domestic Security Option Practical Objectives Typical Resources Used

Intelligence Prediction Calculating the activity Technology
profiles of terrorists Covert operatives
Enhanced security Deterrence Hardening of targets Security personnel
Security barriers
Security technology
Legal Options

The United States has developed legal protocols to employ in dealing with terrorism.
Some of these protocols were implemented to promote international cooperation, and oth-
ers were adopted as matters of domestic policy. The overall objective of legal responses is
to promote the rule of law and regular legal proceedings. Thus, legal options provide a
lawful foundation for the homeland security enterprise. The following are examples of
these responses:

®  Law enforcement refers to the use of law enforcementagencies and criminal investigative
techniques in the prosecution of suspected terrorists. This adds an element of rule of law
to counterterrorism and homeland security. Counterterrorist laws attempt to criminalize
terrorist behavior. This can be done by, for example, declaring certain behaviors to be

criminal terrorism or enhancing current laws, such as those that punish murder.

® International law relies on cooperation among states. Those who are parties to
international agreements attempt to combat terrorism by permitting terrorists no refuge
or sanctuary for their behavior. For example, extradition treaties permit suspects to
be taken into custody and transported to other signatory governments. In some cases,

suspects may be brought before international tribunals.

Legal considerations are discussed in greater detail in Chapters 3 and 4, and further discus-
sion of the homeland security role of law enforcement is provided in Chapter 7.

The purpose of legalistic responses is to provide protection to the general public, protect
the interests of the state, and criminalize the behavior of the terrorists. Table 1.3 summa-
rizes the rationale, practical objectives, and typical resources used for implementing legal

options.

Conciliatory Options

Conciliation refers to communicating with extremists with the goal of identifying subjects of
mutual interest. It is arguably a soft-line approach that allows policymakers to develop a range
of options that do not involve confrontation, the use of force, or other suppressive methods. The
objectives of conciliation depend on the characteristics of the terrorist threat. In some circum-
stances, conciliatory options may theoretically reduce or end a terrorist environment. Examples

of these responses include the following:
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B Domestic Policy Opti Legalistic Responses

Domestic Security
Option

Rationale

Practical Objectives

Typical Resources
Used

Law enforcement Enhancement of Day-to-day Police personnel
security apparatus counterterrorist Specialized personnel
Demilitarization of operations
counterterrorist Bringing terrorists into
campaign the criminal justice
system
Domestic laws Criminalization of Enhancement of Criminal ; 'si~ 2 system
terrorist behavior criminal penalties for L=, slative involvement
Legal foundations terrorist behavior
for counterterrorist Bringing terrorists inte
options the criminal justice
system
International law International Coalitional esynrieto International

consensus and
cooperation

terrarism
Prosc - ution of
p rpetretors

organizations and
tribunals
State resources

®  Negotiation refers to engaging with terrorists to agree on an acceptable resolution to a

conflict. Negotiated solutions can be incident specific, or they can involve sweeping

conditions that may completely resolve the conflict.

o Concessionary options can be generalized concessions, in which broad demands are

accommodated, or incident specific, in which immediate demands are met.

o Social reform is an attempt to address the grievances of the terrorists and their

championed group. Its purpose is to resolve the underlying problems that caused the

tetrorist environment to develop.

CHAPTER SUMMARY

This chapter presented an introduction to the concept of homeland security and discussed the

definitional issues arising from the dynamic nature of homeland security. Several fundamental

concepts were identified that continue to influence the ongoing evolution of homeland security

in the modern era. The related disciplines of homeland security and criminal justice were pre-

sented as being completely compatible partners within the homeland security enterprise.

It is important to understand the elements that help define homeland security. Central com-

ponents frame the definitional discussion. These include the terrorist threat, the federal

bureaucracy, state and local agencies, the integration of homeland security interventions, and

agreement on conceptual foundations for comprehensive homeland security. The Quadrennial

Homeland Security Review is an essential document for framing a definitional conceptualization
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of homeland security. A general overview of policy options was presented to provide a per-
spective for understanding responses to perceived and genuine security threats from violent
extremists. Historically, periodic challenges to domestic security led to sweeping policy mea-
sures, which, at the time, were deemed to be an appropriate means of securing the domestic
environment.

In Chapter 2, readers will evaluate the all-hazards umbrella as a conceptual component of the

homeland security enterprise.

DISCUSSION BOX

This chapter’s Discussion Box is intended to stimulate critical debate about the aftermath of another
catastrophic terrorist attack on the American homeland.

After the Next 9/11

The September 11, 2001, attack on the U.S. homeland produced the most sweeping reorgani-
zation of the American domestic security culture in history. The fear that arose following the
attack was matched by concerns that the United States was ill prepared to prevent or adequately
respond to determined terrorists. The new concept of homeland security became part of every-
day life and culture because of 9/11.

Assuming some degree of terrorist violence is likely to occur domestically, the possibility of
another catastrophic attack leaves open the question of what impact such an event would have
on society and the conceptualization of homeland security.

Although the likelihood of an incident on thescale of the 9/11 attack may not be high, it is
very plausible that domestic attacks could occur on the scale of the March 2004 Madrid train
bombings, the July 2005 London transportation bombings, and the November 2015 Paris ISIS
actack.

Discussion Questions

1. How serious is the threat of catastrophic terrorism?

2. Can catastrophic attacks be prevented?

3. How would a catastrophic terrorist attack affect the American homeland security culture?
4. How would society in general be affected by a catastrophic attack?
5

What is the likelihood that homeland security authority will be expanded in the future?

KEY TERMS AND CONCEPTS

The following topics were discussed in this chapter and can be found in the glossary.

civil defense Homestead Steel Strike of 1892
Executive Order 13228 Quadrennial Homeland Security Review
Haymarket Riot of 1886 Report: A Strategic Framework for a Secure
homeland security enterprise Homeland (QHSR)
Homeland Security Presidential Directives Shays’ Rebellion

(HSPDs) Whiskey Rebellion
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