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APPENDIX 1: 0S| REFERENCE MODEL

The Open Systems Interconnection model is a standard reference model for
communication between two end users in a network. OSI divides tele-
communication into seven layers. The layers are in two groups. The upper
four layers (4-7) are used whenever a message passes to or from a user. The
lower three layers (1-3) are used when any message passes through the
host computer to the upper layers. Messages destined for some other host
are not passed up to the upper layers but are forwarded to another host.
The seven layers are:

1 The physical layer conveys the bit stream through the network at the
electrical and mechanical level (electrical pulses representing O and 1).
It provides the hardware means of sending and receiving data on a
carrier.

2 The data-link layer provides synchronisation for the physical level and
furnishes transmission protocol knowledge and management.

3 The network layer handles the routing and forwarding of the data
(sending it in the right direction to the right destination on outgoing

Open Systems Interconnection {OSl) Reference Model
Upper Layers Lower Layers
Application  Presentation Session Transport Network Data Link Physical
yer (7) Layer {6} Layer {5 Layer i4) Layer (3} Layer {2} Layer {1)

m POP{SHMTP POPS25 RS-X, CAT 1

Version 6

Web ADSL

Applications

File Transfer 20721

ATM

= —

CAT 1-5

Protocol (UDPY Verzion 4
. - RPC Goaxial
File Services Portmapper Cables

User Internet
s o, i



transmissions and receiving incoming transmissions at the packet
level).

4 The transport layer manages the end-to-end control (for example, deter-
mining whether all packets have arrived) and error checking. It ensures
complete data transfer.

5 The session layer sets up, coordinates and terminates conversations,
exchanges and dialogues between the applications at each end. It deals
with session and connection coordination.

6 The presentation layer, usually part of an operating system, converts
incoming and outgoing data from one presentation format to another
(for example, from a text stream into a popup window with the newly
arrived text). Sometimes called the syntax layer.

7 The application layer is where communication partners and quality of
service is identified, user authentication and privacy are considered,
and any constraints on data syntax are identified. (This layer is not the
application itself, although some applications may perform application
layer functions.)

The illustration by Catherine Werst, available at http://searchnetwork
ing.techtarget.com/sDefinition/0,,sid7_gci523729,00.html, shows where
commonly used Internet products and services fit within the model. The
seven layers are related functions needed at each end when a message is
sent from one party to another party in a network. This figure includes
only Internet-related programs in the Network and higher layers. OSI can
also be applied to other network environments.



APPENDIX 2: SELECT COMMITTEE ON PUBLIC ACCOUNTS FIRST REPORT

Annex A: Information technology projects examined by the committee
of public accounts and the comptroller and auditor general

Report Project Problems experienced Impact of problems  Lessons
1 HCS812 The United Kingdom Although the From early 1999 the  Departments must
1998-99 Passport Agency specification for the  Passport Agency examine carefully the

In 1997 the Passport
Agency let contracts
to the private sector
to undertake some of
its activities and to
introduce a new
computer system. The
objective was to
improve the
efficiency of the
passport issuing
process and improve
the security of the
United Kingdom
passport. The Agency
had planned to roll-
out the new
processing system to
all its offices within a
tight timetable before
the busy season, but
this was postponed
following difficulties
at the first two offices.
In the spring and
summer of 1999 there
were serious delays in
processing passport
applications by the
United Kingdom
Passport Agency,
partly as a result of
problems with the
implementation of
new IT driven
passport issuing
arrangements in the
Liverpool and
Newport passport
offices.

new computer system
broadly mirrored the
processes and
functions of the
existing system, it did
incorporate more
sophisticated software
and technology.
Agency staff found
the system more
complex to use and it
took some time for
output to return to
previous levels.

Most elements of
the system
development had
been completed
successfully prior to
launch, but project
delays meant that the
productivity of the
new system was not
thoroughly tested by
the Agency prior to
going live.

The Agency’s roll
out timetable was
short and allowed
little room for
manoeuvre should
problems arise. The
second office went
live despite the first
office failing to meet
the criterion of
output for continuing
the roll-out.

When the Agency
took its decision to
halt roll out it had no
contingency plan.
Despite considerable
effort, at no point
during early 1999 did

encountered
increasing difficulties
meeting demand for
passports.

The unit cost of
producing a passport
in 1999-2000 is likely
to be £15.50,
compared to the
Agency’s £12 target.

Processing times
reached 50 days in
July 1999. The
problems received
widespread publicity
and caused much
anxiety for members
of the public. The
Agency'’s telephone
service became
overloaded, and
members of the
public had to visit
and queue at one of
the Agency’s offices.

The Agency
employed additional
staff, and optimised
the efficiency of its
examination
processes, consistent
with the need to

maintain the integrity

and security of its
issuing procedures.

Only the introduction

of emergency
measures enabled the
Agency to reduce its
backlog.

full implications of
the introduction of
changes to IT
systems, including
the impact of any
policy changes that
may affect demand
for services.

It is essential that
bodies draw up
contingency plans to
cover the risk that the
system will not be
delivered on time.
Such plans should
include an assessment
of potential
compensation
payments to
customers.
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2a 46th Report
1997-98

2b 22nd Report
1998-99

The National Insurance
Recording System
(NIRS)

NIRS supports the
work of the
Contributions Agency
by maintaining
details on over 65
million National
Insurance accounts.
The system impacts
on almost every adult
in the country as it
maintains details of
contributions paid
and reflects their
entitlement to
contributory benefits.
In May 1995 the
Agency awarded a
contract under the
Private Finance
Initiative to Andersen
Consulting to develop
a new system — NIRS2
— by February 1997.

the Agency process
sufficient output to
catch up on the rising
backlog.

The contract was to
replace NIRS in one
go, but by January
1996, it became clear
that Andersen
Consulting had
realised the system
size and scope were
bigger and more
complex than
originally thought.
They had therefore
concluded that
delivery of NIRS2 in
accordance with the
contract timetable
was not the best
approach. The
company believed a
phased approach
would bring less
development risk to
themselves and less
business risk to the
Agency.

Following a full
evaluation, the
Agency accepted a
proposal to vary the
timetable. In 1998
and 1999 there were
serious delays and
problems with the
delivery of the
replacement National
Insurance Fund
Recording System
during the extended
transition and pilot
period. In our first
report on this matter,
we registered our
concern about delays
in implementing
NIRS2, weaknesses in
contingency planning
to minimise the
impact on the

Delays in
implementing NIRS2
in full have led to the
calculation of
thousands of short
term and long term
benefits on an
interim or emergency
basis, and that
payments to personal
pension holders
continue to be
delayed. By January
1999, for example, it
was estimated that
potentially some
172,000 pensioners
could be being
underpaid in respect
of their SERPS by
between £0.01 to
£100 a week.

In December 1998
there were more than
1 million
amendments to the
records of the self-
employed requiring
input to the
Contributions Agency
National Insurance
Recording System
(NIRS2). The
Department was also
unable to register
some individuals to
pay Class 2 self-
employed
contributions either
by the Direct Debit or
quarterly payment
method as a
consequence of the
delays in introducing
the NIRS2 on-line
facilities.

Compensation has
been paid out to both

Departments should
ensure that they
understand fully the
potential impact of
delay on their
business and
customers. The
Agency were not able
to transfer the
business risk of not
having the system in
operation when
required.

It is essential that
bodies draw up
contingency plans to
cover the risk that the
system will not be
delivered on time.
Such plans should
include an assessment
of potential
compensation
payments to
customers.

It is essential that
there are clearly
defined roles and
responsibilities for the
parties to the
contract.

When a PFI
contract purports to
have transferred the
risk of late or non-
delivery to the
contractor,
Departments should
ensure that the
business implications
of late delivery are
reflected in
contractual penalties.

Inadequate levels of
compensation have
the effect of
transferring risk back
to the public sector.
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Impact of problems Lessons

customers and
business of the
Agency; and the
adequacy of
compensation
arrangements should
Andersen be unable
to deliver.

We expressed
surprise at the delay
in the Contributions
Agency deciding that
the replacement of
NIRS1 would be
carried out using a
PFI approach. This
delay meant that the
timescale allowed for
the PFI completion
was very short. It also
meant that the
winning bidder had
only 22 months to
deliver this large and
complex system on
which important new
pensions
arrangements
depended. This
proved to be
inadequate.

In our second
report we reported
that the situation was
much worse. The
system was still not
fully operational, and
the backlog of items
relating to benefit
awards and age
related rebates which
were waiting to be
input into the system
could take years to
clear. There were over
1,500 unresolved
system problems,
many of which were
crucial to full
implementation.

personal pension
providers and benefit
recipients. We noted
that the
Contributions
Agency’s failure to
make timely rebate
payments to personal
pension providers had
led to a loss of
investment income to
customers of personal
pension schemes. We
reported that the
Agency had agreed to
compensate these
schemes, and through
them those receiving
personal and
occupational
pensions, by an
estimated £38
million.

On 1 February 1999
the Secretary of State
for Social Security
announced that those
receiving Retirement
Pension, Widows
Benefit or Incapacity
Benefit who would
not qualify for
compensation under
the existing rules, and
who had experienced
unreasonable delays,
would receive a flat-
rate compensation
payment of £10.

continued . . .
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6  20th Report Home Office — The system had to be Processing There are significant
1998-99 Handgun Surrender and introduced very productivity was risks to successful
Compensation quickly. hampered. implementation in

In 1997 the Home
Office needed a
computer system
tailored to meet the
specific and complex
requirements of the
processing of claims
for compensation
after the surrender of
handguns. Planning
of the new system
started in March
1997, with the aim of
having it fully
operational by the
anticipated
commencement of
the large-calibre
handgun surrender
period, then thought
to be June 1997.

A prototype version
of the system was
delivered to the
Home Office in early
June 1997, by which
time the Government
had decided on a start
date of 1 July for
large-calibre
surrender.

A number of
problems were
identified during the
system’s testing stage,
but because of the
tight timescale, the
system was put into
operation while faults
were still occurring.

Throughout the
first month,
processing
productivity was
significantly
hampered by
numerous and
unpredictable system
failures, such that
staff confidence in it
fell and the
contractors were
asked to provide
amended software.

The system was not
finally signed off as
fully satisfactory until
December 1997.
Problems continued
as the system
struggled to cope
with the additional
users brought in to
speed up the
processing of claims.

Arising from initial
concerns as to the
reliability of the
computer system, and
as a safeguard against
internal fraud, the
Home Office
instituted a final
manual check of
payments, which had
slowed processing
further.

introducing a system
within a very tight
timescale.

Post
implementation
review.

continued . . .
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7

25th Report
1998-99

Ministry of Agriculture
Fisheries and Food:
Arable Area Payments
Scheme

Under European
Union requirements,
introduced in late
1992, the Ministry of
Agriculture was
required to
implement an arable
area scheme from
early 1993 and an
Integrated
Administration and
Control System for it
and other schemes
over the following
three years.

The Ministry adopted
a phased approach
but had to implement
the basic system very
quickly.

Software was
developed and
updated on an annual
basis, but released
during the year in
several stages to
reflect when
particular functions
are likely to be
required by users.
This significantly
affected the manner
in which claims were
processed. If the
software requirements
had been available at
the outset, many
claims could have
been processed in one
go, rather than in
three or four stages.

Subsequently,
problems with the
central computer led
to delays in the
validation of claims
against the Integrated
Administration and
Control System
database to check for
duplicate claims, and
restrictions on the
number of claims that
regional offices could
send electronically at
any one time for
validation. In 1996
staff in regional
offices had to re-
submit each claim for
local validation
approximately four
times on average and
for central validation
approximately 3.5
times on average.

There appeared to
be a significant
number of occasions
when the system had

The validation
difficulties caused
further interruptions
in the processing of
individual claims in
1996 as staff had to
wait at least a day for
each central
validation request to
be processed before
they could investigate
claims that were
rejected.

The absence of a
database based on a
geographical
information system,
the need to process
each claim in a
number of stages, and
the increasing
demands placed on
the system by
complex checks and
periods of peak
demands, lead to
inefficiencies.

The annual costs of
the systems have
escalated due to the
difficulty of
developing and
maintaining the
programming
software.

Introducing systems
in a phased approach
to provide flexibility
and meet urgent
requirements can lead
to problems in
processing and
frustration for staff
carrying out complex
tasks.

continued . . .



Report Project Problems experienced Impact of problems  Lessons
been either partly or
completely
unavailable to users.
8 HC 155 Council for the Central The integrated The system was still ~ There are very
1998-99 Laboratory of the accounting system not fully operational significant risks in

Research Councils
(CCLRC) - Integrated
accounting system

The CCLRC decided
to replace their old
and outdated cash-
based accounting
system with an
integrated accruals
based system to
record all financial
transactions, produce
their accounts and
provide meaningful
internal management
information.

was due to be
introduced on 1 April
1997 for full
operation by June
1997. The Council
ceased to operate
their old system on
31 March 1997, but
did not follow the
normally accepted
practice of running
the two systems in
parallel. CCLRC
estimated this would
have incurred costs of
up to £2.5 million in
1997-98, although
the Comptroller and
Auditor General
reported that a more
reasonable estimate
was between £0.75
million and
£1million.

The Council
encountered
problems with the
operation of the new
system, together with
delays and errors in
the migration of data
from the previous
system.

The project
management
structure failed to
comply with best
practice, particularly
in terms of ensuring
clarity of roles,
responsibilities and
accountabilities.
There had also been a
failure to ensure clear
reporting lines to
senior management

in early 1999, two
years after the
planned
implementation date
and costs had overrun
by 84 per cent.

The original
contract value was
£544,000, but the
Council estimated
that they incurred
further,
unanticipated, direct
costs of some
£458,000 on
additional hardware,
training, legal and
audit fees and
temporary staff.

Inadequate controls
over manual
payments made to
ease the backlog in
payment processing
on the new system
led to nearly 500
overpayments to staff
and suppliers,
totalling some
£270,000, most of
which were
subsequently
recovered.

A fixed asset
module did not
account correctly for
the Council’s large
capital asset base,
forcing them to resort
to a spreadsheet
register to support
their 1997-98
accounts.

The Council were
also unable to
reconcile their general

not introducing back-
up procedures, such
as the continuation of
the outgoing system
for a limited period.
Full consideration of
the risks and a
realistic analysis of
the case for parallel
running must be
undertaken.

It is not acceptable
for the body
concerned to rely on
the contractor to
manage the project.

Organisations must
recognise that
introduction of a
bespoke financial and
management
accounting system to
a demanding
timetable is a business
critical operation,
requiring good
project management
skills.

If an organisation
has reservations about
the technical viability
of a proposal, they
should seek expert
advice before
proceeding.

Sponsor
departments should
be notified directly of
significant problems
impacting on their IT
systems.

continued . . .
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9

62nd Report The Purchase of the

1997-98

Read Codes and the
Management of the
NHS Centre for Coding
and Classification

In March 1990 the
NHS Executive
purchased the
copyright to a clinical
coding system from
Dr Read - the Read
Codes — for £1.25m,
and in April 1990
they established the
NHS Centre of
Coding and
Classification to
develop the codes for
use across the NHS.
The system is
designed to enable
clinicians and other
data users to record
the details of clinical
care on a
computerised record,
share and exchange
computerised clinical
information and

consistent with their
responsibilities.

The project team
was not equipped to
manage a situation
where the contractor
progressively
withdrew before the
project was
completed and
demonstrated a lack
of effective control
over the contractor.

Scrutiny of the
project was
compromised because
the Audit Committee
was presented with
insufficient and over-
optimistic
information on the
problems being
encountered.

We considered it was
a serious failing that
the NHS Executive
did not prepare a full
business case,
including a cost
benefit analysis or
investment appraisal,
to assess the benefits
and risks of different
options to justify
investment in the
clinical terms
projects.

In addition, we
noted that the
Executive had set the
objectives for the
project in 1992, but
did not set out
criteria for measuring
whether the key
objective had been
achieved until July
1994.

The NHS Executive
belatedly agreed to a
full evaluation of the
Read Codes before
implementation.

ledger to their bank
statements. There was
an original difference
of some £1m, which
was eventually
reduced to £48,000,
which was written off
at the end of the year.
The Comptroller
and Auditor General
reported that the new
Chief Executive had
taken prompt action
to address the
problems he had
inherited and various
parties to the contract
were continuing to
work together to
ensure the system
became fully
operational in
1999-2000.

By March 1998 the
Executive had spent
£32 million, and we
concluded that it
would cost much
more to implement
the project in full.

We expressed
concern that eight
years after the Codes
were purchased and
three years after the
clinical terms projects
ended, Version 3 of
the Codes was being
tested and used in
only 12 NHS hospital
sites. We also
commented that if
the benefits of the
Codes were as good as
the Executive
suggested, progress
had been very
disappointing.

The Executive told
us that the version for
use in hospitals
would require
continuous

Sound project
appraisal must
include a rigorous
assessment of costs
and benefits, and a
realistic assessment of
any risks. These
should be contained
in a properly
structured business
case.

If departments are
to secure the
confidence of users in
such projects and
overcome any
scepticism about new
ideas and technology,
independent
evaluations should be
a core requirement of
any major
development project.

It is important that
departments do not
feel locked into using
projects because they
have already spent a
lot of money on
them.

continued . . .
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retrieve and analyse development, and
clinical information that it would only
held in clinical function effectively
information systems. with the appropriate

clinical systems in
place. Provided this
was achieved it would
take five years to
implement, because
implementation was
linked to wider
developments in
information
technology. The
Executive noted that
a clear management
and accountability
framework had been
put in place at the
Centre, and internal
auditors had endorsed
the new controls.

10 58th Report Benefits Agency: The system The computer Introduction of new
1997-98 Jobseeker’s Allowance  experienced a number problems led to the  systems may have an
. . of teething problems. initial high number  adverse effect on
During our hearing F le. th f clerical P in th
n the Appropriation or example, the of clerical cases — performance in the
° interface with other 25,000 — with a initial stages

Accounts 1996-97
(Administered Social
Security Benefits and

benefits failed to work greater risk of error in following
properly in the first ~ the awards processed. implementation.

Other Payments) in months of operation. onHJlg}l)lséz\ﬁElrs’sof error
1998, the Benefits
Allowance

Agency explained
that when they
introduced the
Jobseeker’s Allowance

contributed to the
Comptroller and
Auditor General

lifying hi
in October 1996, qua ‘fy § IS
opinion on this
there were a number
account.

of difficulties with the
new computer
system.

There were also
mistakes because
79,000 staff had to be
trained over a long
period. Implementing
the new benefit was a
huge challenge
involving staff in two
Agencies across two
Departments.

Although the
Agency advised us
they were initiating
action to assess and

continued . . .
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11 58th Report Benefits Agency/Post

1997-98

Office Counters
Limited: Benefit
Payment Card

In 1996 the Benefits
Agency, in
partnership with Post
Office Counters Ltd
and a private sector
supplier (ICL
Pathway), began the
initial phase of
implementing benefit
payment by payment
card at post offices,
with a view to full
implementation
within the next few
years. This was a
Private Finance
Initiative project
aimed at delivering a
fraud free method of
paying benefits,
developing a system
that met recognised
accountancy
practices, enabled the
Post Office Counters
Ltd to improve
competitiveness and
increase efficiency
through automation,
and provided an
improved level of

Trials of the card
started at the end of
1996 and were
extended to 205 post
offices.

The project suffered
considerable delays
and setbacks, and a
major review was
commissioned to
decide the way
forward.

In May 1999, the
Department of Trade
and Industry
announced a revised
agreement with ICL
to remove the
magnetic strip
payment card from
the project. Given the
delays, this was now
an outdated concept,
with clearing banks
already moving
towards the use of
smart cards.

Building on
banking technology,
POCL and DSS/BA
will be working on
plans to introduce the
new arrangements in
2003, with
computerisation of
the Post Office

measure the current
scale of error in the
accuracy of clerical
awards, the
Comptroller and
Auditor General had
reported that around
a third of the
estimated value of
error in the account
(£46 million) was
explained by errors in
awards calculated
manually, which had
been necessary as a
result of computer
problems.

The problems have
resulted in delays to
the implementation
of one of the Benefits
Agency’s major
projects to tackle
fraud.

Estimated fraud
savings from the
automation of benefit
payments at post
offices, if the project
had been completed
on schedule, would
have been about £190
million a year
(including Order
Book Control Service
savings that would
gradually have been
superseded by
Payment Card savings
during roll out).

Delays in
implementing
projects place them at
risk of being
overtaken by
technological
developments.

continued . . .



Report

Project

Problems experienced

Impact of problems

Lessons

12 52nd Report
1997-98

service to customers.
The project had an
original target date
for national roll out
starting in April 1999,
subject to successful
completion of trials.

Intervention Board
Executive Agency:
Integrated Accounts
project

The Intervention
Board implemented a
new integrated
accounting system in
May 1996. This
followed previous
Committee of Public
Accounts concerns
about the Board’s
management and
accounting systems in
1990.

network by the end
of 2001.

In implementing all
three phases of its
new integrated
accounting system,
the Board experienced
delays and significant
cost overruns.

The final phase was
implemented in a
single step without
parallel running as
the Board judged that
it was not technically
feasible to do so
without significant
costs. In addition,
there was only a
limited fallback
facility to enable the
Board to revert to its
old system in the
event of problems.
The Board advised us
that it was on the
best advice then
available that they
did not adopt parallel
running.We were very
concerned that an
off-the-shelf software
product should have
developed faults so
soon after
implementation.

We were also very
doubtful as to the
value provided by the
consultants who
advised the Board and
were surprised that
they were
reappointed to assist
with resolving the
problems. The Board
felt that criticism of

There were
substantial cost over-
runs as a result of
extra consultancy
time arising from the
delays. The outturn
was roughly double
the estimated cost.

Because of the
problems
encountered in the
implementation of
the system, they were
unable to complete
essential
reconciliations
between certain
account balances
recorded in the
general ledger and
subsidiary accounting
records at the year
end.

In the absence of
reconciliations, the
Comptroller and
Auditor General was
not able to obtain all
the information and
explanations
considered necessary,
and therefore
qualified his opinion
on the accounts for
1996-97. In addition,
the implementation
of the project cost
roughly twice the
estimated cost.

There are significant
risks in failing to
undertake parallel
running or having
insufficient backup. A
fallback position
should be maintained
for a sufficiently long
time to establish that
the new system is
working satisfactorily.
The introduction of
a major new
accounting system
must be accompanied
by provision of
proper desk
instructions and
training for staff.

continued . . .
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13 27th Report Department of Social

1997-98

Security: Measures to
Combat Housing
Benefit Fraud

In 1997-98 the
effective delivery of
Housing Benefit still
depended on the
exchange of over 22
million pieces of
paper between local
authorities and the
BA. In 1993-94 the
Department of Social
Security piloted the
use of remote access
terminals which gave
local authorities
direct access to the
Income Support
computer system.

the consultants was
not wholly justified
since they completed
their work in
accordance with their
contract.

The Board
encountered a
number of problems
including under-
performance of the
system which led to
discrepancies between
the accounts
modules; non-closure
of accounting periods
which led to incorrect
postings; software
problems which
resulted in postings to
incorrect accounting
periods and codes;
unreliable accounting
reports which were
produced as a result
of mispostings and
the incorrect linking
of account codes; and
cash received which
could not be matched
to invoices issued.

The introduction of
terminals improved
liaison and provided
local authorities with
instant access to
information, but only
a few terminals had
been installed at the
time of our hearing.

We considered it
unacceptable that
more than four years
since first piloting
these terminals,
further piloting was
now only underway,
with the aim of
making terminals
available nationally
from April 1998.

In May 1998 the
Department offered

The effective delivery
of Housing Benefit
has remained
dependent on the
exchange of millions
of pieces of paper.
Opportunities for
sharing information
have been missed.

Delays in the
introduction of IT
systems can have an
adverse impact on the
development of
business.

continued . . .
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14 33rd Report Crown Prosecution

1997-98

Service

In 1989 the Crown
Prosecution Service
told our predecessors
that a new case
tracking computer
system, which was
planned to replace a
variety of outdated
systems, would be its
top information
technology priority
and would be
implemented by
1993-94. The new
system was intended
to improve efficiency
by capturing and
manipulating
information on cases
more efficiently and
by generating
management and
performance
information.

terminals to all 409
local authorities and
over 350 applied for
them to be installed.
The Department
planned to install
them by the end of
April 1999.

The Department
told the Committee
that they were
determined to address
the difficulty in
exchanging
information between
the Benefits Agency
and local authorities
by a series of
measures. Within the
context of the
ACCORD project they
are considering an
information
technology strategy
for Housing Benefit.

In 1997, the
Comptroller and
Auditor General
reported that, by the
end of that year, the
system had been
implemented in just
over half of CPS
branches, and a
substantial amount of
performance
information still has
to be produced
manually.

The slippage was
caused partly by
management effort
being directed
towards other
priorities such as the
introduction of
teamworking and the
need to reschedule
implementation to
take account of
changes in the
organisation of CPS.

The delays in
implementing a
comprehensive case
tracking system to the
planned timescale
hampered the
efficient and effective
operation of the
Crown Prosecution
Service.The original
specification was
overtaken by changes
in working practices
and new technology
and, mainly as a
result of these, in
1997 the system was
expected to cost
£15.9 million, twice
as much as the
original estimate.

In 1997 the CPS
ceased
implementation of
the project on the
grounds that the
technology was
outdated. The

Long delays in
implementation can
lead to projects being
overtaken by
technological
developments.

The CPS must set
key milestones for the
new project and a
clear timetable for
delivering the system
to all local staff.

Sufficient flexibility
needs to be built into
the new system to
allow for the
development of data
exchange and
communication links
with other criminal
justice agencies and
for future changes in
criminal justice
legislation.

continued . . .



Report

Project

Problems experienced

Impact of problems

Lessons

15 7th Report
1996-97

The Hospital
Information Support
Systems Initiative

By the late 1980s,
many acute hospitals
had developed their
own computer
systems. They were
not linked together
and as a result the
recording of
information was slow
and inefficient. The
NHS Executive
launched the Hospital
Information Support
Systems Initiative
(HISS) in 1988 to
explore the costs and
issues involved in
implementing
integrated systems in
NHS hospitals in
England. The
Comptroller and
Auditor General
examined six of the
sixteen projects
funded under the
Initiative.

In 1996 our
predecessors were
concerned about the
progress of the
initiative. They noted
the gap between the
Executive’s plans and
achievements in
implementing
integrated systems,
and looked to the
NHS Executive to
convince those trusts
not already involved
of the value of the
systems.

The Executive went
ahead with one
project despite high
costs and the
significant risks
involved. The fact
that two major
suppliers did not
believe it was feasible
did not act as a
warning.

Our predecessors
noted that the NHS
Executive had
selected the three
pilot projects under
the Initiative within
the very short period
of two months.
Subsequently, each of
the projects suffered
problems and delays.

Our predecessors
considered these

Committee welcomed
the overdue decision
to do this and
develop a new system
via a PFI project.

A PFI contract for a
new system is now
expected to be
finalised in autumn
2000, with
implementation to all
CPS branches then
expected to take two
years.

They noted that all
six projects examined
by the National Audit
Office had
experienced delays,
which they
considered were likely
to have had an
adverse effect on the
quality of care those
hospitals could
provide.

It is essential that
departments learn
from the lessons of
previous projects.

The commitment of
users such as
clinicians is crucial to
the success of such
projects. All users
need to be involved
in the development
of these systems.

There are
considerable dangers
in trying to
implement projects
too quickly and not
preparing sites
properly.

Projects should not
proceed without first
establishing that
there are sound
business cases for
doing so, and without
undertaking full
investment appraisals
and risk analyses.

The need to
consider evaluation
mechanisms at an
early stage is integral
to all initiatives of
this kind.
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delays may have
stemmed, at least in
part, from the
Executive’s failure to
prepare the hospitals
to run their projects,
and that they might
have obtained better
value for money had
they taken more time
to ensure hospitals
were fully prepared.
The Executive argued
that in view of the
innovative and
complex nature of
these projects all
reasonable steps had
been taken to manage
them effectively.

Our predecessors
were concerned that
projects proceeded
without sound
business cases being
established. Although
the aim was to learn
lessons to inform the
development of
integrated systems in
other hospitals, our
predecessors were
surprised that the
development of
formal evaluation
mechanisms was only
started four years
after the start of the
initiative. The
Executive replied that
full business cases for
early pilot sites, as
defined by today’s
standards, were not
realistic given the
decision to invest in
order to understand
the issues.

continued . . .
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16 HC11l-v Northern Ireland Work began in In March 1996 the Business cases must
1996-97 Vehicle System October 1992 on a project was be based on a clear

Replacement Project

In the early 1990s the
Driver and Vehicle
Licensing Agency
(DVLA) decided to
replace the Northern
Ireland vehicle system
at a cost of £3.93
million, for
implementation by
March 1994. In 1997
the Comptroller and
Auditor General
reported on the write
off of £3.7 million of
fruitless expenditure
incurred on the
project.

project definition
document to develop
a detailed system
definition. The
contractor, DVOIT,
requested only a
high-level user
requirement as the
replacement system
was intended to be a
conversion of the
existing system plus
fixes of existing
faults.

Over time,
amendments to the
user requirement were
needed to correct
misunderstandings,
and changes were
cited as reasons for
increasing costs.

In 1993 DVOIT
increased their cost
estimate for
development staff
time from £2.3
million to £3.4
million, citing
changing user
specifications and
previous mis-
estimates as reasons.
The project cost rose
and DVLA repeatedly
sought details of costs
incurred to date from
DVOIT. Information
was not forthcoming,
partly because the
DVOIT project
manager was changed
three times.

In December 1993,
the contractor,
DVOIT, was sold to
EDS. In February
1994, EDS informed
the project board that
the additional work
required to complete
the project would put
back the
implementation date

abandoned, and
fruitless expenditure
totalling some £3.7
million written off.

In November 1995
CCTA reported costs
totalling £3.5 million
had been incurred on
the project to
November 1995. The
completion date had
slipped from March
1994 to November
1996, and total
project costs were
forecast to exceed by
71 per cent (£2.78
million) the original
business case
approved by the
Treasury.

A new system was
being developed at
the time the
Comptroller and
Auditor General
reported.

understanding of user
requirements and
identify clearly and
realistically the cost
of individual
components of the
project.

Contracts should,
wherever possible, be
awarded on a fixed
price basis and should
not be open-ended.
This transfers risk to
the supplier and
would prevent cost
overruns.

It is essential that
there are clearly
defined roles and
responsibilities for the
parties to the
contract.

continued . . .



Report

Project

Problems experienced Impact of problems

Lessons

17 24th Report Inland Revenue-Pay

1996-97

and File

In October 1993 the
Department
introduced new
procedures for
assessing and
collecting corporation
tax known as Pay and
File. These required
companies to pay
over corporation tax
based on their own
calculation of
liability, and to file
the tax return on
fixed dates. The new
arrangements were
designed to

from March 1994 to
January 1995. They
also revised the
estimate of the total
project cost to £5.95
million.

Following a
meeting with EDS in
February 1995, the
project board asked
CCTA to review the
EDS proposal and cost
estimates. CCTA
identified project
management as a
significant problem. It
was cumbersome and
inefficient. In
addition, project
managers had to
adapt to the changing
nature of the
relationship with the
contractor from in-
house supplier, to
executive agency, to
external commercial
supplier. Lack of
continuity of key
project staff was also
a problem.

Our predecessors
reported that the new
computer system to
support Pay and File
had been introduced
to time and budget.

The system was
described by the
Department as
perhaps the most
complex they had so
far introduced.

The Department
advised our
predecessors that in
the early days there
were teething troubles
and in the availability
of the system to staff
was in the low

system was less than
expected for a while
after introduction.

The availability of the It is important to

keep an expert team
in being some time
after the system
becomes operational
so that any teething
problems can be put
right as quickly as
possible.

Careful
consideration needs
to be given to the
type of training
available to staff
using new systems.

continued . . .
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streamline the
administration of tax
by reducing the need
for estimated
requirements and
consequent appeals.
The Department
introduced a new
computer system to
support Pay and File.

18 15th Report Department for
1995-96 Education and
Employment —
Teachers’
Superannuation scheme

Teachers in both the
state and
independent sectors
can belong to the
Teachers
Superannuation
Scheme, administered
by the Teachers’
Pension Agency, an
Executive Agency of
the Department for
Education and
Employment. In 1991
the Department
decided to invest in a

nineties, as against 99
per cent they had
hoped to achieve.
This improved
subsequently and
reached 100 per cent
at times.

The training for the
new system did not
go as well as they had
hoped. The
Department told our
predecessors that they
misjudged the speed
and facility with
which some
inspectors would take
to computer training,
and had relied too
much on distance
learning, and not
enough on tutor-led
training.

In retrospect, they
acknowledged that it
had taken some time
to develop the right
blend of training.
Lessons learnt here
had been applied to
the introduction of
Income Tax Self-
Assessment.

The Government
Actuary reviews the
scheme every five
years and makes
recommendations on
contribution rates.
The Department
had expected that the
new IT system would
enable them to
provide the
information required
straight from the new
database. However,
the system had failed
and was the subject
of litigation at the
time of our
predecessors’ hearing.
The Agency had
had to go back to the

The review by the
Government Actuary
covering the period to
1991, was delayed
principally by
difficulties
experienced by the
Department and
Agency in providing
him with
information. At the
time of our
predecessors’ hearing
the review had not
been completed.

The Agency advised
our predecessors that
they now collected
information on a year
by year basis so that
at the time of the

continued . . .
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19 7th Report
1993-94

major new computer
system for the
scheme.

Department of
Education and
Employment: Computer
systems for training
and enterprise councils

In 1988 the
Department of
Employment decided
to introduce an
integrated computer
system - the Field
System - into their
regional and area
offices responsible for
delivering training
and enterprise
programmes. Later
that year the
Government created
Training and
Enterprise Councils
(TECs). The
Department decided
to press on with
implementation in
order to meet the IT
needs of TECs when
they started in 1990.

original database and
apply interrogation
programs to it.
However, these had
not been ready and
had needed
upgrading.

The Department
adjusted the design of
the Field System to
meet the core needs
of TECs, and they
expected TECs to use
the system well into
the 1990s.

The Department
experienced
significant problems
in developing and
implementing the
system, which in the
view of many TECs,
did not adequately
meet their needs.

Following a review
of TECs information
technology needs, the
Department ceased to
provide information
technology systems
and services directly
to TECs, who
assumed this
responsibility from
April 1993. The
Department argued
that the system was
never intended to
meet all TECs’ needs
and it was designed
to enable them to
develop their own
systems as their
operating
requirements became
clearer.

The cost of the
redesigned system
was estimated in the
business case as £71
million. By 1993 the
Department had

next review they
would not have to go
through five year’s
information from
scratch.

The Department
spent £48 million on
the Field System but
most TECs considered
that it had not
enhanced their
performance. The
Department
disagreed, believing
that the system
considerably
enhanced TECs’
performance. It
provided them with
their core accounting
and management
support systems,
without which, for
example, their ability
to handle money
from the Department
would have been
weakened.

The Department
did not share the
Committee’s
conclusions about
The Field System,

which they stated was

delivered within
budget and
substantially to time.
They stated that
planned savings had
been secured and
most of the expected
benefits secured.

Full involvement of
prospective users is
essential if projects
are to meet fully user
needs. Systematic risk
analysis is essential
before embarking on
a high risk project.
Project
management staff
must have the
necessary background
and experience.
Departments
should not engage
consultants in a
haphazard manner.

continued . . .
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20 27th Report Ministry of Defence:

1993-94

Disposal by Sale of
Defence Surplus
Equipment and Stores

In April 1991 the
Department installed
a new system to aid
the efficiency of the
Sales Directorate.

spent £48 million, of
which about £19
million was on
hardware.

The Department
installed a new
computer system in
April 1991 to aid the
efficiency of the
Directorate, but the
costs of the system
rose substantially and
nearly three years
later it was not
functioning properly.
Problems
experienced included
hardware lock-ups, a
lack of proper
trunking and cabling,
inadequate training
and insufficient
professional support.
One problem with
installation of the
computer system had
been a lack of
appreciation of the
Directorate’s
requirements. There
was an internal
‘disconnect’ between
the Directorate and
the Department’s
computer
organisation; they
had not got it right
between them, so
what had been
implemented had
been inadequate.
The Department
accepted that there
were substantial
problems associated
with the
implementation and
that they had
underestimated the
scale of the task.

As a result the
Directorate did not
have an adequate
computerised
information system,
and were relying on a
largely manual
database, which
hindered the timely
extraction of
information for
management
purposes.

The Department
acknowledged to our
predecessors that this
was not a large,
complex system, but
it was absolutely
essential to the
provision of adequate
management
information on the
disposals operation.

The cost of the
project had overrun
by 43 per cent.

Departments must
ensure that their
computer
requirements are
clearly understood.
Clear definition of
requirements is a
basic tenet of good
practice and there
should be good co-
ordination between
IT experts and users.
Departments must
assess carefully the
size of the task and
ensure that they have
an adequate system of
project management.

continued . . .
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21 63rd Report
1992-93

Wessex Regional Health
Authority — Regional
Information Systems
Plan

In 1984 the Authority
launched their
regional information
systems plan. This
was intended to
provide computer
systems which would
optimise the use of
information to
improve clinical and
other health services.
In April 1990 the
plan was abandoned
with at least £43
million having been
spent.

In July 1992 the
appointed auditor
reported on serious
failures in the
management of the
project.

These included a
failure to control the
activities of
consultants upon
whom the region was
heavily reliant. There
were serious failings
in contract, financial
and management
controls, such as the
awarding of a
contract following a
tendering process
which did not enable
meaningful
comparisons to be
made.

There were serious

conflicts of interest at

a senior level within
the authority.

Given the
ambitious nature of
the project and the
risks that money
would be wasted if it
did not succeed,
appropriate targets
and penalty
provisions would
have encouraged the
company to work for
its success and secure
a measure of
protection for the
taxpayer.

Our predecessors
stated that these
represented a serious
failure on the part of
the Regional Health
Authority to secure
accountability from
the then Regional
General Manager and
failure on the part of

After expenditure of
some £43 million
over a period of six
years, the project was
abandoned in April
1990 without any
significant benefit

having accrued to the

region.

The NHS
Management
Executive considered
£20 million was
wasted between 1984
and 1990.

Bodies should avoid
undue reliance on
consultants.

continued . . .
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the NHS Management
Executive to act with
sufficient urgency.
22 57th Report West Midlands Development started Losses made here Business plans must
1992-93 Regional Health in May 1990 and were part of the waste be realistic and
Authority continued until of at least £10 million soundly prepared.

Our predecessors
reported that in April
1990 the Regional
Supplies Division of
the West Midlands
Regional Health
Authority entered
into an arrangement
with a major
computing firm to
carry out preparatory
work for the
development of an
electronic trading
system. The business
case anticipated
development costs
over the first five
years of £5.3 million,
offset by royalties
paid by the
contractor, estimated
at £3.9 million.

January 1992, when
work was halted,
following the setting
up of the National
Health Service
Supplies Authority. By
January 1992 the
contractor had billed
the Regional Health
Authority for £7.3
million.

Our predecessors
were advised that the
contractor produced a
working system in
line with the
Authority’s changing
requirements, and
that it was in partial
use at four sites until
December 1992,
when the Authority
decided not to
proceed with the
development.

The project was not
viable because
information
contained in the
business plan was
speculative and
unrealistic.

Proper market
research was not
carried out and
suppliers were not
consulted. Estimates
of supplier take up
were significantly
overstated. Potential
customers were not
consulted and the
royalty projections
were unrealistic.

as a result of serious
shortcomings in
management, control
and accountability
within the Health
Authority.

continued . . .



Report

Project

Problems experienced

Impact of problems

Lessons

23 50th Report
1992-93

Northern Ireland
Education and Library
Boards Information
Strategy

In 1984 the
Department of
Education for
Northern Ireland
began to develop a
common IT strategy
for administrative
functions within the
five Education and
Library Boards.
Expenditure on
development and
implementation costs
was £15 million by
1991.

In the absence of any
expertise in IT on the
strategy Steering
Group, they were
wholly dependent on
consultants. The
Group decided not to
seek CCTA's services
but rely on
consultants’ own
methodology for
procurement.

Because the Group
did not adequately
specify the Board’s
requirements for
three priority
financial systems, the
supplier had not
provided hardware
sizing calculations or
an undertaking that
its proposed hardware
solution would satisfy
the Board’s needs and
the Steering Group
had not challenged
the supplier’s
proposals, the
computers purchased
were not capable of
meeting the Board’s
needs.

The supplier was
not able to provide a
fully integrated
system and offered
separate payroll and
software packages
which were to be
linked to allow for
the transfer of data.
The linking of the
two packages proved
to be a critical and
persistent problem.

There were
deficiencies in the
project management
methodology,
including the absence

The Committee were
concerned at poor
value for money from
a strategy that
between April 1985
and March 1991 cost
more than £15
million.

Care should be taken
to specify user
requirements in as
much detail as
possible.

Purchasers should
avoid being too
dependent on
consultants.

There must be a
clear statement of
objectives and the
establishment of
effective project
management at the
start of any project or
programme.

There must be a
clear statement of
what has actually
been achieved against
objectives at the end
of the project.

Evaluations of
projects are very
important in enabling
lessons to be learned
for the management
and development of
future projects.

continued . . .
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24 13th Report Ministry of Defence:
1991-92 Support Information
Technology

The Ministry of
Defence use IT for
management and
administration, and
for planning and
conducting military
operations. The
National Audit Office
examined their
performance in
delivering IT systems
and improving the
planning and
management of
information
technology.

of detailed cost
monitoring. Only a
limited number of
project management
evaluations were
undertaken and they
were not regarded as
adequate.

Our predecessors
recognised the
complexities involved
in implementing IT
in a large
organisation such as
the Ministry of
Defence, but
considered the cost of
the learning process
was unacceptably
high.

There were a
number of problems
with the LANDSCAPE
project. It suffered
from successive delays
due to changing user
requirements, the
contractor’s
achievement on the
software was
imperfect and the
hardware was
unsuitable for the
project.

Fundamental
misjudgements were
made on the SEMA
project which led to a
nine-fold increase in
the development
effort required.

User involvement
in IT had been
insufficient to ensure
the systems were
capable of meeting
business needs.

The 1988 IT
strategy identified
project management
weaknesses as a factor
in the failure to fully
realise the benefits of
investment in IT.

All nine systems
examined had
suffered delays
varying from five
months to two years,
postponing the
achievement of
predicted benefits.

Of four systems
subjected to post
implementation
review, only one had
achieved all intended
financial and
operational benefits.

The LANDSCAPE
project had resulted
in a loss of some £6
million.

In the mid-1980s
the Department
recognised the need
for coordinated

planning and in 1988

approved a strategy
for support IT.

Clear definitions of
user requirements
were important before
going ahead with
projects.

The Department
recognised the need
to break projects
down into shorter
tranches and apply
strict control over
requirement changes
during development.

Post-
implementation
reviews are crucial in
ensuring that
expected benefits
have been achieved
and in identifying
lessons for the future.

continued . . .
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25 HC 163-11  Foreign and In 1987 the Foreign = Because of difficulties It is essential that
1990-91 Commonwealth Office  and Commonwealth in implementing a bodies draw up

— Appropriation
Accounts

The Foreign and
Commonwealth
Office implemented a
new computerised
accounting system.

Office decided to
replace its
computerised
payment and
accounts system.

The Department
employed consultants
to study the
Department’s book-
keeping system and
define future
requirements. In 1988
they made a firm
recommendation for
a package, which the
department accepted.

The Department
aimed to start parallel
running from autumn
1988. As their IT staff
did not have the time
and the Finance
Department did not
have the experience,
the Department asked
the consultants to
undertake the testing.
The software could
not be delivered to
time and the
company ran into
financial difficulties.
Eventually they
delivered the final
part of the software
but went into
liquidation and could
not deal with
problems arising.

The Department
began parallel
running in November
1989 but identified
discrepancies in the
accounting data.
Shortly afterwards the
old computer broke
down and could not
be repaired. The
Finance Department

new computerised
accounting system,
the Comptroller and
Auditor General
reported that the
Foreign and
Commonwealth
Office were unable to
produce their four
Appropriation
Accounts for 1989-90
to the agreed audit
and publication
timetables.

The accounts were
signed by the
statutory date, but
the Department had
been unable to
balance their books
across the combined
accounting records
produced by the new
computerised system.

Expenditure on the
new system to the
end of September
1990 amounted to
some £937,000, two-
thirds more than the
original estimate. The
cost over-run was due
almost entirely to the
extra cost of
consultants’ fees
arising from problems
experienced during
the extended
implementation
period.

contingency plans to
cover the risk that the
system will not be
delivered on time.

continued . . .
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had no option but to
run the new system
even though it had
not been fully tested
and was known to
have faults.
Problems persisted
including hardware
difficulties and
technical problems.
By May 1990 it was
apparent that the
discrepancies could
not be resolved. Staff
were drafted in to
undertake a major
reconciliation.

Source: http://www.publications.parliament.uk/pa/cm199900/cmselect/cmpubacc/65/6509.htm (Prepared 5
January 2000 — ® Parliamentary copyright 1999)



APPENDIX 3: INTERNET AND E-MAIL POLICIES AND GUIDELINES

The following is an example of the kind of E-mail and Internet usage policy
which employees should be made aware of and comply with (taken from
M. Hart, ‘Internet Law’, Computer Law & Security Report, Vol. 14, No. 4,
1998).

Important Guidelines and Warnings for Use of E-mail and Voice-mail

The guidelines and warnings listed below are of critical importance and
non-compliance could in certain circumstances constitute a serious dis-
ciplinary matter.

1 Beware what you say in E-mail or voice-mail. Improper statements can
give rise to personal or company liability. Work on the assumption that
E-mail messages may be read by others.

Never send abusive, sexist, racist, or defamatory messages.

Never send strictly confidential messages via the Internet.

4 Never import non-text files or unknown messages onto your system
without having them scanned for viruses. If you have not been properly
trained to scan for viruses never import such items.

5 Always remember that E-mail or voice-mail messages, however con-
fidential or damaging, may have to be disclosed in court proceedings or
in investigations by competition authorities/regulatory bodies if relevant
to the issues.

6 Do not create E-mail congestion by sending trivial messages or unneces-
sarily copying E-mails and do not advertise by E-mail or send messages
for missing items unless genuinely urgent for business reasons. Use
bulletin boards.

7 Always make hard copies of E-mails which you need to retain for record

keeping purposes.

Ensure that you obtain confirmation of receipt of important messages.

9 Do no download, copy or transmit to third parties the works of others
without their permission as this may infringe copyright.

10 Take care and obtain legal advice before entering into contractual com-

mitments by E-mail or voice-mail.

11 Do not view or download offensive or pornographic literature on office

equipment.

w N
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APPENDIX 4: THE INTERNET AND HOW IT CAME INTO BEING

The early years — late 1950s early 1960s

On 15 October 1957, the Union of Soviet Socialist Republics (USSR), also
known as Soviet Russia, launched Sputnik One, the world’s first man-made
satellite, into space. A month later, they launched Sputnik Two. The US
president at the time, Dwight D. Eisenhower, was a strong advocate of
scientific research, believing it to be crucial in maintaining the upper hand
in the Cold War of the period. The launch of Sputnik was the main catalyst
for the allocation of budgets and facilities to set up government agencies
dedicated to the development of new technology. Never again did the
Americans want to be behind in discovering the latest technologies. Two of
the new government agencies formed as a result of the decision by
Eisenhower were called the National Aeronautics and Space Administra-
tion (NASA)! and the Advanced Research Project Agency (ARPA).2

The history of the Internet centres around ARPA, which was set up in
1958 with a statf of seven people and an annual budget of US $150 million
(the remaining US $1.85 billion of the US $2 billion budget going to
NASA), which later rose to $250 million. In an environment that was
obsessed with nuclear warfare and attack by the enemy, this technology
was developed with the underlying need to design a multi-node com-
munications system that was not centrally controlled and could withstand
a nuclear or other enemy attack or ‘mormal’ system failure without dis-
abling the entire communication network. Paul Baran, a Polish émigré,
working for the US RAND? Corporation, published his ideas in ‘On dis-
tributed communications’ in the 1960s. In this he described the concept of
minicomputers using packet switching* communication over low-cost
telephone line links, a ‘network of unmanned digital switches imple-
menting a self-learning policy at each node, without need for a central and
possibly vulnerable control point, so that overall traffic is effectively routed
in a changing environment’.> The network would be assumed to be
unreliable at all times and so all the nodes in the network would be equal
in status to all other nodes — each node with its own authority to originate,
pass and receive messages. Electronic messages would be divided into
smaller packets, each packet separately addressed would begin at some
specified source node and end at some other specified destination node.
Each packet would find its way to its final destination, selecting the most
efficient route. If a large part of the network no longer existed, packets
would simply either re-route or be transmitted again.

The same concept was independently thought up a few years later by
Donald Davies at the National Physical Lab (NPL) in Britain, who proposed
a countrywide packet communications network. The term ‘packet’ and
‘packet switching’ was taken from Davies’s work. Baran had called it



‘message block’ and ‘distributed adaptive message block switching’. Baran
not only conceived the essential technical features of the Internet, he also
prophesied the economics of the exponential growth in transmission of
digital data and relatively low network costs that would make the experi-
mental network a universal infrastructure.

Experimental networking — mid-1960s to early 1970s

In the mid-1960s, the director of IPTO,® Bob Taylor, was sitting in front of
three computer terminals at ARPA and wondered why all three computers
could not be connected together with one password and code language,
instead of three different languages and passwords. It was Bob Taylor who
first had the idea of networking computers together. The NPL in Britain set
up the first test network on these principles in 1968. Shortly afterwards,
ARPA decided to fund a larger, more ambitious project in the USA,
intended as a means of linking computers at scientific laboratories across
the country so that researchers might share computer resources. The
ARPAnet connected large mainframe computers together via smaller gate-
way computers, or routers, known as Interface Message Processors (IMPs).
The IMPs dismantled information into small chunks (packets); transmitted
the packets of information to a destination computer known by an
address; and checked for transmission errors; retransmitted damaged pack-
ets and reassembled packets at the destination sites. In order for imps and
host computers to be able to communicate together, ARPAnet researchers
(one of whom was Vint Cerf, later to be known as the ‘father of the
Internet’) created network communication protocol (NCP).” The very first
ARPA network (ARPAnet) consisted of four nodes or IMPs at the University
of California, Los Angeles (UCLA); Stanford Research Institute (SRI); Uni-
versity of Utah, Salt Lake City (UUSLC); and the University of California,
Santa Barbara (UCSB). The four computers could transfer data on dedicated
high-speed transmission lines; they could be programmed remotely from
the other nodes; and they could share one another’s computer facilities by
long distance. The first characters transmitted over the new network, were
‘L, G and O'.

The ARPAnet continued to grow and develop, and by 1971, it had
grown to 20 nodes and 30 university sites across the USA, using the
Network Communication Protocol. In 1972, Ray Tomlinson in the USA
invented an e-mail programme for exchanging messages with other users
on the network. He needed a way to separate the name of the user from the
machine the user was on, in the e-mail address. Looking at his keyboard,
he selected a character that would not be part of any name: ‘I got there first
so I got to choose any punctuation I wanted, so I chose the @ sign!’®



Hypertext was invented by Ted Nelson, a computer scientist in the late
1960s, who wanted to be able to look at a number of related documents
while he was reading one.

Discipline specific research — mid-1970s to mid-1980s

This stage of development was filled with intense experimentation in
linking different kinds of networks (radio, satellite and international).
Throughout the 1970s, ARPA’s network grew and the project was trans-
ferred to the US Department of Defense, becoming DARPA. The decen-
tralised structure of the network made expansion easy and the network
became international, with France and England adding their networks,
which were similar to the early ARPAnet.

During 1973-4, Vint Cerf and his colleagues were working on a
protocol to enable different networks to communicate and link to each
other coherently. This protocol was known as Transmission Control Proto-
col (TCP), a critical part of networking today. By 1978, further research and
development had advanced to create a more sophisticated protocol that
separated routing and addressing packets, and so TCP/IP was created. In
1983, there was a transfer from the original ARPAnet protocol to TCP/IP.
The size of the network by then was a few hundred hosts large and the
network was becoming heavily used, particularly by universities, and it
began to overload. A new network was created — MILNET - servicing only
military sites.

General research networking — mid—-end 1980s

The Internet as we know it today was now being born. In 1984, the
administration of ARPAnet became the responsibility of the US National
Science Foundation (NSF). The system for assigning names to computers
on the network (domain name system — DNS) was also introduced.

The NSF initiated a programme where five supercomputer centres
would be set up with a high-speed network (T1 operating at 1.544Mbps)
connecting them to create a faster network based on the preceding tech-
nology and protocols. This enabled the academic community to access the
supercomputers. In 1988 a graduate student at Cornell University unlea-
shed the first Internet virus affecting 3,000 computers. By 1989 the
Internet was becoming more commercialised and it was increasingly diffi-
cult for ARPAnet to keep up with new technology and continue being
funded. In 1990, ARPAnet was officially decommissioned and NSFnet



inherited its role as the research and education communities’ backbone
network.

Privatisation and commercialisation — early 1990s

In the early 1990s, NSF lifted the restrictions on commercial use and
funding from the network, and corporations such as UUNET and PSInet
began to develop Internet services. During this period, Tim Berners-Lee, an
Oxford University graduate working at CERN (the European Particle Phys-
ics Laboratory in Geneva), developed an information system using a client
program (browser) to retrieve and view hypertext’ documents stored on
computers everywhere. Hypertext, the concept of linking a large number
of documents together via links within each document, was the main
concept of this new system, which Berners-Lee called the World Wide Web.
An undergraduate student at the University of Illinois later developed a
Web browser — Mosaic (later known as Netscape) — enabling users to access
and view multi-media Web content. Gopher, a search program, was also
developed at this time. All of these early Internet pioneers allowed free and
open access to their inventions, and business and the media in the USA, in
particular, began taking an interest in the Internet infrastructure that was
developing, exploring how it could be exploited commercially.

High-performance computing and communications — mid-1990s

This stage of development continued the evolution toward a commercially
self-sustained Internet. In 1995 NSFnet was decommissioned and the traffic
routed through the new very high-speed Backbone Network Service
(VBNS), running at speeds of 155 Mbps, with a new architecture based on
Network Access Points (NAP).!° This vBNS was now administered by a
private telecommunications company (MCI). At this time, other private
telecommunications companies were also developing vBNS in the USA,
across Europe and the Far East, using the latest technology to provide high-
speed Internet access.

National information infrastructure — mid-1990s—present

At this stage the infrastructure has been developed and the access to
networking is being made ubiquitous and international. New consumer
applications are being developed with potential convergence of comput-
ing, entertainment, telecommunications, the Internet, cable TV, wireless



telephones and information provider industries. New markets and syner-
gies are still emerging.
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Notes

WWwWw.nasa.gov

WWwWw.arpa.gov

A not-for-profit research and development organisation.

The key idea of packet switching is the division of each communication into
individual, equal-sized packets. These packets are then sent individually to
their destination through the network, and the entire message is reassembled
when all the packets arrive. There are a range of procedures for retransmission
of packets that might get lost in the network.

Paul Baran, ‘On distributed communications’: http://www.rand.org/
publications/RM/RM3420/index.html (accessed December 2001).

Information Processing Techniques Office, a computer research programme at
ARPA.

An agreed-upon format for transmitting data between two devices. The
protocol determines the type of error checking to be used; data compression
method, if any; how the sending device will indicate that it has finished
sending a message; and how the receiving device will indicate that it has
received a message.

Ray Tomlinson, K. Hafner and M. Lyon, Where Wizards Stay Up Late: The
Origins of the Internet. Touchstone Edition, 1998. p. 192.

A special type of database system, invented by Ted Nelson in the 1960s, in
which objects (text, pictures, music, programs, and so on) can be creatively
linked to each other. (www.webopedia.com)

Originally, four NAPs - in New York, Washington, DC, Chicago and San
Francisco — were created and supported by the National Science Foundation as
part of the transition from the original US government-financed Internet to a
commercially operated Internet. NAP is one of several major Internet
interconnection points that serve to tie all the Internet access providers
together. The NAPs provide major switching facilities that determine how
Internet traffic is routed. (www.whatis.com)



APPENDIX 5: WHO MANAGES THE INTERNET?

The following is the hierarchical structure of bodies ‘managing’ the
Internet:

e [nternet Society (ISOC)! — a non-profit, non-governmental professional-
membership organisation that coordinates the use of numerous Inter-
net applications and protocols. The founding and current members
include organisations such as CISCO, France Telecom, CERN, Intel,
Microsoft, Novell, Nippon Telecommunications and Hewlett Packard.

® [nternet Architecture Board (IAB)? is a technical advisory group for ISOC,
responsible for defining the overall architecture of the Internet and
providing direction for the IETE The IAB website categorically states
that ‘The days when the IAB could be regarded as a closed body
dominated by representatives of the United States Government are long
gone’.? However, of the 12 nominated IAB members seven are US based,
with one each in Australia, Canada, Britain, The Netherlands and
Switzerland.

® [nternet Engineering Task Force (IETF)* improves the Internet’s technology
standards. The Internet protocol suite, as defined by the IETF and its
steering group (IESG), contains definitions of numerous parameters,
such as Internet addresses, domain names, protocol numbers, port
numbers and many others. The IETF consists of Internet administrators,
designers, vendors, and researchers interested in the evolution of the
Internet architecture. The IETF consists of ten working groups, each of
which is responsible for a different part of the Internet. Their website
lists the area directors, all of whom are from US-based organisations,
including CISCO, IBM, SUN, Lucent Technologies, MIT University and
Harvard University. The IETF also facilitates technology transfer from
the Internet Research Task Force, and provides a forum for the exchange
of information between Internet vendors, users, researchers, contractors
and managers.

® [nternet Research Task Force (IRTF)> — the mission of the IRTF is to
conduct research into the long-term future of the Internet. The IRTF is
composed of a number of small research groups that work on the
development of Internet protocols, applications, architecture and tech-
nology. It is composed of members that serve for extended periods, but
as individuals and not as representatives of organisations. The Chairs of
the groups are dominated by representatives from US organisations,
including CISCO, Nortel Networks, Information Science Institute (US),
GST, AT&T, Network Associates. Any technologies developed as a result
are brought to the Internet Engineering Task Force working groups.

® [nternet Corporation for Assigned Names and Numbers (ICANN)® manages
the domain-name system and the allocation of Internet Protocol num-
bers. Up until 1998, the technical infrastructure of the Internet had



been run by US government agencies, such as DARPA and the National
Science Foundation. However, as the Net began to grow into a world-
wide resource, the US government began to look for a way to transfer
these administration functions to the private sector. To achieve this
goal, it signed a Memorandum of Understanding between the US
Department of Commerce and an organisation called the ICANN on 25
November 1998. ICANN describes their goal as being to ‘preserve the
central coordinating functions of the global Internet for the public
good’. ICANN has responsibility for the assignment of Internet protocol
parameters, oversight of the domain-name system, allocation of IP
addresses and management of the root-server system.

o [nternet Assigned Numbers Authority (IANA)” manages the Internet Proto-
col numbers for ICANN. It has the responsibility for ensuring that
Internet parameters and protocol values are assigned uniquely and
correctly. It is the central coordinator for the assignment of IP addresses
and manages the Root Domain Name Service.

® Network Solutions (NSI) — from 1993 to 1999, under contract with the
National Science Foundation to be the sole provider of domain-name
registrations in the three public top-level domains, ‘.com’, ‘.net’ and
‘.org’. The NSF paid for all registrations until 1995, and then allowed
NSI to charge users when the number of registrations began to sky-
rocket. On 6 November 1998 NSI registered its three millionth domain
name - lizzybee.com, for Bozart Toys, Inc. A year later it had registered
more than six million domain names.

In 1999, ICANN chose a list of Accredited Registrars as alternative
suppliers to Network Solutions to register domain names (hence the
cross on the box in Figure 2.8). Network Solutions has implemented a
registry site to be shared with all of the accredited registrars, and each
registrar must pay Network Solutions a fee for its use. Network Solu-
tions was recently acquired by Verisign Inc. and still manages the
central database.

® Accredited Registrars® — the current list of international domain-name
registrars accredited by ICANN. Any of these registrars can provide the
same domain-name registration services as any other site, and so
compete on price and service.

Notes

1 www.isoc.org

2 www.iab.org

3 Brian Carpenter, former IAB Chair, writing in 1996: http://www.iab.org/
connexions.html (accessed December 2001).



4 www.jetf.org

5 www.irtf.org

6 www.icann.org

7 www.iana.org

8 www.internic.net/alpha.html



APPENDIX 6: GUIDELINES FOR DATA PROTECTION

The Data Protection Office! issues a number of guidelines for data con-
trollers using the Internet,? for example:

Obtaining consent from individuals before publishing their personal
data on a website or processing data obtained from a website.
Informing users who the organisation is, what personal data is being
collected, processed and stored and the purpose before a user gives any
information, when they visit the website.

Making visible the privacy policy or statement on the website.
Informing users when ‘cookies’ or other covert information about them
is used.

Only collecting or retaining personal data if it is strictly necessary for
the organisation’s purpose. For example, a person’s name and full
address is not required to provide an on-line quotation. If extra
information is required for marketing purposes, this should be made
clear and the provision of the information should be optional.
Designing systems to avoid or minimise the use of personal data.
Protecting sensitive or valuable information, such as financial details
(during collection and storage), by using reliable and new encryption
technologies.

Ensuring that data can be corrected, changed or deleted upon the user’s
request, and informing third parties to whom the original information
was communicated.

Regularly deleting out of date or unrequired data.

Using personal data collected on-line for marketing purposes, only
when the user has already been told how their information is to be
used. Individuals should always be given the opportunity to opt in or
out of the use of their data for marketing.

Notes

http://www.dataprotection.gov.uk/dpr/dpdoc.nsf

‘Internet: Protection of privacy-data controllers’, Version 4, January 2000:
http://www.dataprotection.gov.uk/dpr/dpdoc.nsf/
edle7ff5aa6def30802566360045bf4d/
bfde81c19f939¢878025689200302798?0OpenDocument



